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Administrivia
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* Please vote for Midterm exam date!
* Poll on PLMS: Select April 9th or 11th
* Poll is due before the lecture on April 4th ends

A Computer Security (CSED415-01)

Course Home /| ZAHEEQH / Midterm exam date

Course Info~

+ Participants lis Midterm exam date
- Syllabus
Grade/Attendance ~
Statisti Please select your preferred date for the midterm exam. Poll is due before the lecture on April 4th ends.
- Statistics

* (el BN S i (J Tue, April 9th (J Thu, April 11th
- Online-Attendance

- Attendance Save my poll

— - Grades
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Recap
* Cryptography:

* A means for secure communication over insecure channels
* Many network systems utilize cryptography for secure

communication

* How does various internet services utilize cryptographic primitives
to ensure secure connection in practice?
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Secure Emails
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Brief history of email

* Physical transportation ﬁ
(

* Electrical telegraphs with morse code (1800s)

rPOSTERCH

Transmitter

Telegraph key

&
-

Spring —
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Brief history of email

rPOSTERCH

* ARPANET by US Department of Defense (1971)
* The first email sent via SNDMSG program on ARPANET
* Used @ symbol to designate recipient computer’'s address

NCOLN

PMIT-IPC
’ MIT-MAC
/F.BD (T)CCA

CASE (0’ ~BBN_ @BBN
GWC A DADNCE
o 5 cmu @ HARVARD
w (RUTGERS
DS ABERDEEN
ILLINOIS BELVOIR
SDAC 030 Prorsar
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Brief history of email
* SMTP (Simple Mail Transfer Protocol, 1980)

e Standardized protocol for email transmission
* Simple messages (e.qg., plaintexts) can be sent using SMTP

ook | | | |
| User |<—>| SMTP | |
= + | Sender- |Commands/Replies| Receiver-|
+——— + | SMTP | < > | SMTP | - +
| File |<——>| | and Mail | |<——>| File |
|System| I | | | |System|
: + + 4 + + = +
Sender-SMTP Receiver-SMTP

Model for SMTP Use

Img: RFC 821. Simple Mail Transfer Protocol
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Brief history of email

rPOSTECH
* Multipurpose Internet Mail Extensions (MIME, 1991)
* Extends the format of email messages to support multimedia
* MIME header contain fields about the e-mail body
* MIME-Version |
MIME-Version: 1.0 _ _ .
+ Content-Type o oopciay et/
his i1s a message with multiple parts 1in format. --frontier
* Text/plain, image/jpeg, audio/mp3, ... ! 9¢ wiEh Muttipte parts tn HHE '
) . Coptept—Type: text/plain _
° Content_D|SpOS|t|On This is the body of the message. --frontier
+ Inline, attachment Content-Transfer-Encoding. baesd
) PGh@bWw+CiAgPGh1YWQ+CiAgPCQoZWFkPgogIDxinRSPgogICAgPHA+
. COntent—TranSfer—EnCOdlng VGhpcyBpcyB0aGUg YmOkeSBvZiB0aGUgbWVzc2FnZS48L3A+C1AgPCO
1b2R5Pg08L2h0bWw+Cg==

* base64, ascii, ...

--frontier--

No notion of security so far
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S/MIME: Secure MIME
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* Defined as a set of additional MIME content types

e e.g., Content-Type: application/pkcs/-mime
(PKCS: public-key cryptography standards)

* Provide the ability to sign and/or encrypt email messages
* Enveloped data: encrypted message
* Signed data: plain message + digital signature of the message
* Signed and enveloped data: digitally signed and encrypted message

enveloped signed
data data

email email email

content ‘ content ‘ content
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S/MIME functional flow

rPOSTE2LCH
(Email body) — kj: public key of Bob
O — o P 0:
g a>
A
A RA | fes ‘SHA256(m) ‘ KB ‘ RSA(kp'Sk) ~ P A
ks kp Kp 1 1 esk ks kp Kp
sk: one-time key | sentas email
h l attachment
1 C
->| AES(sk, m||o) I—l_'_ .
L ksam — o

Sign

Typical digital signing Enveloping
(hash-then-sign)
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S/MIME email example

rPOSTERCH

MIME-Version: 1.0
Message-Id: <9358910051929015@postech.ac.kr>

Date: Tue, 02 Apr 2024 00:16:31 +0900 (Korea Standard Time)

From: alice@postech.ac.kr

To: bob@postech.ac.kr

Subject: email example

Content-Type: application/pkcs7-mime; name=smime.p/m; smime-type=enveloped-data
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

MIIBHgYJKoZIhvcNAQcDoIIBDzCCAQsCAQAxgcAwgbOCAQAw] jASMRAWDgYDVQQDEwdDYXJ
sULNBAhBGNGVHgABWVBHTb 17NXXHQMAOGCSqGSIb3DQEBAQUABIGAC3EN5NGI1J121sGPcP
21J97a4e8kbKQz36zg6. ..bGgzoyEd8Ch4H/dd9gdzTd+taTEgQSO1pdSJuNnkVY4/M652 jK
LFf02hosdR8wQwYJKoZIhvcNAQcBMBQGCCqGSIb3DQMHBAgtaMXpRwZRNYAgDs1ST8Z9P43
LrY40xUk660cul1XeCSFOSOp0J7FuVyU=

base64-encoded esk + ¢ attachment
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Secure Socket Layer (SSL) /
Transport Layer Security (TLS)
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Background: Computer network

rPOSTERCH

* Remote communication before internet: Circuit switching

* Legacy phone network

* Single route through sequence of
hardware devices is established
when two nodes communicate

* Data (electric current) is sent
along the route

e The route is maintained until the
communication ends

Telephone switchboard
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Background: Computer network

rPOSTERCH

* Internet communication: Packet switching

* Data is split into packets

* Packets are transported
independently through network

* Network switches determine the best
route for each packet (routing protocol)

* Consequently, packets may follow

different routes

CSEDA415 — Spring 2024
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Background: Computer network

rPOSTERCH

 Computer networking utilizes a stack of layers
* Higher layers use the services of lower layers via encapsulation

[ Application layer ] Data
TCP*
[ Transport layer ] header Data
Int tl P TCP Data
nternet layer header | header
Frame IP TCP* Frame
[ Ethernet layer ] header | header | header Data footer
TCP/IP network model Data encapsulation  "or UDP
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Background: Computer network

* Logical and physical data flow
Logical: “Send a message to Bob”
[ Application layer ] --------------------------------------- > [ Application layer ]
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Background: Computer network

rPOSTE2LCH
* Logical and physical data flow
) Logical: “Send a message to Bob”
Process ID App”cation |ayer lllllllllllllllllllllllllllllllllllllll> App“cation |ayer Process ID
4 1
Y
Portnum |  Transport layer @ @ Transport layer | Port num
J
4 1
IP addr Internet layer Internet layer [ Internet layer Internet layer IP addr
J
v 4 v 4 v 1

MACaddr[ Ethernet layer ] [ Ethernet layer ] [ Ethernet layer ] [ Ethernet layer ]MACaddr

. . LAN Optical
Physical medium & cable fiber

IllIllIlllllIllIlIIlllllIllIlIIlllllIlIIIIIIIIIIIIIIIIIIIIII>
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Security?

rPOSTERCH

Confidentiality, integrity, authenticity?
- -

Process ID pllcatlon layer Process ID

L J - J
[ J [ J
[ ] [ J

pI|cat|on layer

IP addr Internet Iayer Internet Iayer IP addr

t v
Ethernet layer ] [ Ethernet layer

MAC addr Ethernet layer MAC addr

[ Internet layer ] [ Internetlayer ]

LAN Optical
cable fiber
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Background: Transport layer protocols
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e TCP and UDP

* Transmission Control Protocol (TCP): For reliably sending packets

e 3-way handshake
e Client SYN = Server SYN-ACK = Client ACK

* Provides reliability (retransmissions) and ordering (sequence numbers)
* User Datagram Protocol (UDP): For quickly sending packets without
reliability
* Connection-less
* Does not provide reliability nor ordering
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Background: TCP handshake

rPOSTERCH

client server
* 3-way handshake LR
1. Client selects an initial sequence number x
and sends a SYN (synchronize) packet
to the server

2. Server selects an initial sequence nubmery
and responds with a SYN+ACK (acknowledge)

packet Established @

3. Client responds with an ACK packet %ﬂ
4.

Once the sequence numbers are synchronized, |
o . Established @
connection is established

fil

SYN (seq: x)

/

SYN (seq: y) + ACK (x+1)
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SSL/TLS protocol

rPOSTERCH

* Secure Sockets Layers protocol (SSL)
* Qutdated and replaced by TLS. “SSL” refers to TLS now

* Transport Layer Security protocol (TLS) [ . Application layer
* De facto standard for internet security <
* Goal: provide privacy and data integrity Transport layer
between two communicating applications r 1
e Built on top of TCP | Imemetlayer |
TCP Data TCP | Encrypted Ethernet layer
header header data \ J
Transport layer Transport layer TCP/IP network model

encapsulation encapsulation with TLS
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TLS handshake

rPOSTERCH

client server

e Step 1. Exchange hellos LR
* Assumption: underlying TCP connection

has already been established %
* Client sends ClientHello servertello: s
* A 256-bit random number R
* A list of supported cryptographic algorithms
* Server sends ServerHello
* A 256-bit random number Rg
* The algorithm to use (chosen from the client’s list)

* R. and R, prevent replay attacks

il

\x
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TLS handshake

client server
e Step 2: Server sends its certificate LR E

e Recall: Certificate contains the server’s

Clie ello:
identity and public key, signed by a trusted CA %ﬁ

' ' ifi 'R
* Client validates the certificate cerverHello: Bs

- . e
* Verifies the signature y

* The client now knows the server’s public key
» Server’s public key: k3

* The clientis not yet sure if it is talking to the
legitimate server (not an impersonator)

e Certificates are public.
Anyone can present anyone else’s certificate
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TLS handshake

rPOSTERCH

client server

* Step 3: Share premaster secret LR
* The client randomly generates a

ClientHgjjn.
premaster secret (PS) Wﬂ

» The client encrypts PS with the server’s servertello: s

public key and sends it to the server ‘y

* The server decrypts PS using its secret key

E(k3, Ps)
 |f the server presents a valid PS, the client knows \

that the server is not an impersonator

il
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TLS handshake

rPOSTERCH

client server

* Step 4. Derive symmetric session keys LR E
e The server and client each derives session

| Clie ella-
keys from R, Rs, and PS : THello: R,
| . R

* Usually derived by seeding a PRNG

with the three values y
* Any change results in different session keys :
: . ' E(ksS
« Four symmetric keys are derived w“

* Cc, Cs: For encrypting ¢ = s and s = ¢ messages ©®  Keyderivaton  ©

 I-: For generating MAC of ¢ = s messages
Secure connection

* I5: For generating MAC of s = ¢ messages established
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TLS message exchange

rPOSTERCH

client server
* Messages can now be sent securely LR E

* Utilize Authenticated Encryption (AE) ! |

, , _ O Key derivation O

* Using the derived session keys ! !
Secure connection

* Generate MAC of m, append MAC to m, then encrypt established

* Note: £
Even though Encrypt-then-MAC is considered %
safer (ref. Lec 1), TLS uses MAC-then-Encrypt '

for legacy reasons
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Security of TLS

rPOSTERCH

client server
* Authenticity: Can we make sure we are LI E
talking to the legitimate server? ; T
 The server sent its certificate, so we know
its public key k; cortficate

* The server proved that it owns the corresponding

secret key k2 i
[ Key derivation

E(k3, Ps)

/

* |t decrypted the premaster secret PS
Secure connection

* An impersonator cannot derive the same established
session keys as he/she does not own the |
secret key to decrypt the PS
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Security of TLS

rPOSTERCH

client server
* Confidentiality and Integrity: How can CI§ E
we ensure that attackers cannot read or | S
tamper with our messages?
* The attacker does not know PS Certificate

* The session keys are derived from PS 7

(&5, Ps)
* Authenticated encryption using the session keys \

provide confidentiality and integrity @ Keyderivation

Secure connection
established

 E(C
: ( | MAC(, )
| E(cs,m\\MACUS'm))
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Security of TLS

rPOSTERCH

client server
* Replay attacks: How can we ensure that LR E
an attacker is not replaying old messages %_
from a past TLS connection? o erreloRs
* Every TLS handshake uses a different R and Rg :
(random numbers) i i
* The session keys are derived from R, and Rg i i
’ Key derivation .‘

* These keys are different for every TLS connection
Secure connection
established

|
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What TLS does and doesn’t

rPOSTERCH

* TLS guarantees end-to-end security

* Even if every entity between the client and the server is malicious,
TLS provides a secure communication channel

* Examples

* A local attacker captures all Wi-Fi communications
* The attacker cannot read TLS messages w/o session keys

* A MitM tries to inject TCP packets
* These Packets will be rejected (cannot generate valid MACs w/o session keys)

* Note, end-to-end security does not help if one end is malicious
(e.g., communicating with a malicious server)
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What TLS does and doesn’t

* TLS does not guarantee anonymity
* Anonymity: Hiding the client’'s and server’s identities from attackers

* Attackers can figure out who is communicating with TLS

rPOSTERCH

e Server’s certificate, containing server’s identity, is sent during the handshake

* Attacker can see IP addresses and ports of underlying IP and TCP protocols

Required for locating src/destination (cannot be encrypted)

CSEDA415 — Spring 2024
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Frame
header

IP
header

TCP
header

Encrypted
data

Frame
footer

Encapsulation after TLS
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What TLS does and doesn’t

rPOSTERCH

* TLS does not guarantee availability
* Availability: Keeping the connection open in the face of attackers
* Attackers can hijack and drop TLS packets to stop TLS connections

* [n other words, TLS connections can still be censored
* South Korean government blocks access to porn and gambling websites

EH-ReFLEAO|EY B RIEEE X+

Warning

A5 AEsk2 3 5t B EARe] E)oll A £ 3l Wi 8-©] Al 3= 1 319
ol thgt HEo] ARHNES FHEHAYH.
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TLS Application

rPOSTERCH

* Secure e-commerce using TLS (e.g., online shopping)

e Confidentiality and integrity matters
* Do not need anonymity

 Client authentication is not needed until the client decides to
buy something

* TLS provides secure channel for sending credit card information

* Client authenticated using credit card information, merchant bears
(most of) risk
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HTTPS: HTTP over SSL

rPOSTERCH

 Combination of HTTP (Hypertext Transfer Protocol) and SSL

* TLS applied specitically for securing the communication between
a web browser and a web server

* All modern browsers support HTTPS protocol
* |f not, avoid at all costs!

* URLs of the servers providing HTTPS connection start with
https://
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HTTPS: HTTP over SSL

rPOSTERCH

 Connection
* HTTP connection uses port 80
* HTTPS connection uses port 443, which invokes TLS protocol

* Encryption
 URL of the requested document (web page)
e Contents of the document
* Contents of browser forms (e.g., username and password)
* Cookies between the server and the browser

e Contents of HT TP header
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HTTPS connection

Web browser Web server
e The web browser initiates a TLS |=_.—|i —
. o=
connection to the web server ClientHello:
kA

* After the TLS handshake, all HTTP requests
and responses are encrypted

* e, Myeq. HTTP request, myq,: HT TP response %d

|
|
|
ello. Rs !
|
|
|
|
|
|
|
O Key derivation ®

)

certificate

Secure connection
established
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HTTP vs HTTPS
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http://[redacted].postech.ac.kr https://compsec.postech.ac.kr

/A Not Secure -.postech.ac.kr/members_d.htm CobiiSf s T

-postech.ac.kr

Your connection to this site is not

25 compsec.postech.ac.kr

compsec.postech.ac.kr

@] Connection is secure

V'

secure

You should not enter any sensitive > Cookies and site data

information on this site (for example,
: - 8% Site settings
passwords or credit cards), because it

could be stolen by attackers. Learn more

> Cookies and site data

{8 Site settings COmPUter Security Lab at

“Practical cyber-physical security: We hack, v
systems.”
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HTTP vs HTTPS
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* HTTP packet captured through Wireshark

|1 ip.dst_host==141.223.12.

No. Time Source Destination Protocol | Lengtl | Info
64 4.456155 172.29.9.218 141.223.12. TCP 78 49530 - 80 [SYN] Seq=0 W
70 4.460002 172.29.9.218 141.223.12. TCP 66 49530 - 80 [ACK] Seqg=1 2
71 4.460253 172.29.9.218 141.223.12. TCP 1304 49530 - 80 [ACK] Seqg=1 A

= 72 4.460268 172.29.9.218 141.223.12. HTTP 998 GET / HTTP/1.1

L 81 4.466938 172.29.9.218 141.223.12. TCP 66 49530 - 80 [ACK] Seq=217

Frame 72: 998 bytes on wire (7984 bits), 998 bytes captured (7984 bits) on interface en@, id 0
Ethernet II, Src: Apple_ba:74:f7 (10:9f:41:ba:74:f7), Dst: LannerElectr_49:a5:b9 (00:90:0b:49:a5:b9)
Internet Protocol Version 4, Src: 172.29.9.218, Dst: 141.223.12.
Transmission Control Protocol, Src Port: 49530, Dst Port: 80, Seq: 1239, Ack: 1, Len: 932
[2 Reassembled TCP Segments (2170 bytes): #71(1238), #72(932)]
Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
Host: .postech.ac.kr\r\n
URL, HTTP header, Connection: keep-alive\r\n
Cache-Control: max-age=0\r\n
contents, COOkieS, Upgrade-Insecure-Requests: 1\r\n
are visible to anvone User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
y Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,image/webp, image/apng,*/
Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;q=0.9,ko;q=0.8\r\n
[truncated] Cookie: _ga_E5Q6PMXQ9Q=GS1.1.1707221956.1.0.1707221956.0.0.0; _ga_WB3QR2KBZ9=GS1.1.17¢
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HTTP vs HTTPS
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* HTTPS packet captured through Wireshark

|1 ip.dst_host==185.199.110.153

No. Time Source Destination Protocol Lengtl Info

139 7.214307 172.29.9.218 185.199.110.153 TLSv1.2 320 Application Data

140 7.214360 172.29.9.218 185.199.110.153 TLSv1.2 105 Application Data

145 7.226601 172.29.9.218 185.199.110.153 TCP 66 65311 - 443 [ACK] Seq=294
I 146 7.226908 172.29.9.218 185.199.110.153 TLSv1.2 101 Application Data

Frame 146: 101 bytes on wire (808 bits), 101 bytes captured (808 bits) on interface en@, id @

:a5:b9)
Internet Protocol Version 4, Src: 172.29.9.218, Dst: 185.199.110.153
Transmission Control Protocol, Src Port: 65311, Dst Port: 443, Seq: 294, Ack: 214, Len: 35

TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)

Encrypted Application Data: 933fe623c9ecce5a49020f46137186c2842130d4952cd431bc89183108c4 |
[Application Data Protocol: Hypertext Transfer Protocoll] . .
Everything is encrypted

= Caution: HTTPS does not hide your identity
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Remaining Issue:
Can we trust CAs?
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Recall: Certificates in TLS

rPOSTERCH

e The server sends its certificate

e Server’s identity (domain name) and its public key signed by
CA’s secret key

* The browser verifies the server’s certificate
 CA’s public key is embedded in the browser (ref: lec 12, trust anchor)
* The browser uses the CA’s public key to verity the certificate

* Once verified, the browser trusts the server’s public key
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Issues: Unknown CA
 What if the browser does not have the CA’s public key?

e Not all CA information is embedded

* Typical behavior: Warn the user that the website is not verified
e Connection can still be established, but the server’s legitimacy is not assured

* Potential problem
* The server indeed is a malicious server
* End-to-end security is broken
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Issues: Revocation

rPOSTERCH

* What if an attacker steals a server’s private key?

* The certificate with the corresponding public key is no longer valid

* TLS certificates have an expiry date, but it takes time to expire

* Solution: Certificate revocation lists (CRL) (ref: Lec 12)

* The CA occasionally sends out lists of certificates that should be
revoked

* The browser occasionally downloads the lists
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Issues: Trust anchors

rPOSTERCH

* Recall: We designate multiple trust anchors to solve the
single-point-of-failure problem
A CA might issue malicious/fraudulent certificate

* A CA gets hacked
 An attacker bribes the CA to issue a fraudulent certificate

* Problem: Too many trust anchors

e Modern browsers trust 1007200 CAs

* One compromised CA is enough for attackers to launch large-scale
attacks (the weakest link matters!)
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Issues: Trust anchors
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* Real-world incidents: Comodo SSL certificate breach (2011)

« Comodo was a major CA
* Not anymore

e Comodo’s account was compromised
* [ranian hacker issues nine fraudulent SSL certificates for popular
websites, including Gmail, Hotmail, Skype, ...

* (although not known) the hacker could impersonate these websites

and intercept all TLS-encrypted traffic
* Again, end-to-end security is broken if one end is malicious
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Issues: Trust anchors
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* Real-world incidents: DigiNotar server hack (2011)
* DigiNotar was another major CA

» Attacker (alledgedly backed by Iranian government) compromised all
eight certificate-issuing servers of DigiNotar

* The attacker issued more than 500 fake certificates, including
Google’s
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Issues: Trust anchors

rPOSTERCH

* Real-world incidents: Symantec mis-issuance (2017)
* One of the largest providers of TLS certificates (not anymore)
* Symantec issued certificates without sufficiently validating the identity

of the entities requesting them

* They issued certificates for domains without verifying ownership
* “Hey Symantec, | own google.com. Can you issue a certificate?” - “Absolutely”

* They issued certificates for non-existent domains
* “Hey Symantec, | own xcvbmnzgirsjcxv.com. Can you issue a certificate?” = “Absolutely”

* 30K problematic certificates were issued, according to Google
 Chrome and Firefox revoked all Symantec-issued certificates

Still an unsolved problem!
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Modern CA example: Let’s Encrypt

* Touse TLS, every web server needs to obtain and maintain
certificates
* Most certificate providers charge money for issuing TLS certificates

Let’s Encrypt (LE) issues certificates for free

 Web server requests a certificate

* LE sends the server a file to be uploaded

* The server uploads the file to the website

* |LE verifies that the file has appeared on the website

* |dentity verified (domain & ownership) = LE issues a certificate
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Coming up next
 Review for midterm exam
* Lab assignments

* Topics covered in class
*c Q&A
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Questions?
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