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Abstract
To achieve nimble real-time control while remaining robust to
error accumulation, PX4 and ArduPilot UAV control pipelines
typically combine high-rate IMU-based attitude controls with
low-rate GPS-aided state estimation. We show that this foun-
dational design choice introduces a persistent blind spot: in-
jected gyroscope bias immediately alters control outputs yet
remains invisible to the state estimator until slow GPS position
updates reveal state inconsistencies. Leveraging this archi-
tectural vulnerability, we design a black-box reinforcement
learning framework that learns to induce trajectory manipu-
lation. Through asymmetric actor-critic training, we derive
a highly effective attack policy that, given bias-injection and
external observation capabilities, achieves over 85 % success
in steering UAVs into a 10 m-radius cylindrical target region,
transfers across different autopilot and airframe types without
retraining, bypasses a state-of-the-art anomaly detector and
built-in failsafes, and transfers to real-world UAVs.

1 Introduction

Unmanned Aerial Vehicles (UAVs) are now an essential com-
ponent of modern military and civilian operations, supporting
a wide range of tasks such as reconnaissance, logistics, and
emergency response. This proliferation has elevated UAV se-
curity from a theoretical challenge to an urgent real-world
necessity, because UAVs perform tasks where failures can
lead to life-threatening consequences. As a result, researchers
have increasingly focused on understanding how UAVs can
be attacked and how such threats can be effectively detected,
mitigated, or prevented.
Existing Attacks. Prior work has exploited UAVs through
various attack vectors, among which sensor attacks were dom-
inant. For example, GPS spoofing attempts to redirect a UAV
by injecting false satellite signals stronger than authentic ones.
However, such attacks are trivially detectable by modern sen-
sor fusion systems and built-in failsafe mechanisms [7, 31].
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To avoid GPS-based detection and mitigation, attackers
have targeted inertial sensors, e.g., a gyroscope, directly.
Acoustic injection attacks [12, 44, 45] and laser-based injec-
tion attacks [25] can induce controlled signal injections into
MEMS inertial sensors, exploiting a physical channel that
leaves no digital trace. Building on these injection capabil-
ities, false data injection (FDI) attacks on magnetometers
demonstrated that a UAV’s heading can be manipulated by
carefully crafting magnetometer measurements that evade
EKF-based anomaly detection [5]. Each of these approaches,
however, suffers from practical limitations. Inertial sensor
injection techniques lack the feedback mechanism required
for precise trajectory tracking, resulting in either complete
destabilization [32] or only coarse directional drifts rather
than targeted navigation [45]. Meanwhile, the magnetome-
ter FDI attack [5] strictly requires the UAV to operate in a
GPS-denied environment, where it must rely solely on the
magnetometer-based heading estimation.

These limitations expose a fundamental gap between injec-
tion capability and strategic exploitation. While channels for
controlled sensor injection exist, no prior work demonstrates
targeted steering of UAVs. Existing attacks either produce
uncontrolled effects or are functional only under restrictive
conditions, such as GPS-denied environments, limiting their
real-world applicability. However, practical adversarial sce-
narios in GPS-enabled environments necessitate steering a
UAV to an attacker-defined region rather than merely caus-
ing disruption. Targeted steering of a UAV’s final position
unlocks advanced objectives that cannot be achieved through
uncontrolled drift or forced crashes, such as seizing high-value
cargo from logistics UAVs, extracting proprietary technology
through hardware reverse engineering, or reprogramming the
vehicle for adversarial missions. Achieving this level of tar-
geted control in operational environments where GPS and
sensor fusion remain active remains an unsolved and critical
challenge, and we aim to address it in this work.
An Architectural Vulnerability. We discovered an archi-
tectural vulnerability in widely-used UAV control pipelines
that can be exploited to enable targeted steering in GPS-



enabled environments. Both PX4 [39] and ArduPilot [36],
the two prominent open-source autopilot systems that power
diverse platforms (e.g., agricultural [35, 40] and military
UAVs [11, 21]), route gyroscope measurements through two
pathways that operate at significantly different effective rates:
fast updates feed the rate controller almost immediately,
whereas bias estimation by the state estimator, the sensor
fusion module, depends on much slower GPS updates. This
asymmetry creates a latency window in which injected gyro-
scope bias influences the controller before the state estimator.

Moreover, this latency is amplified by the indirect nature
of sensor fusion. Since the gyroscope is the only sensor mea-
suring the angular velocity, the fusion cannot directly validate
these readings but must infer errors from accumulated po-
sition discrepancies. This slows down the estimator’s error
correction process, creating an extended window where the
injected bias influences the controller before being corrected.
As a result, an attacker can introduce attitude deviations that
accumulate into position drift.
Two Challenges of Exploitation. We assume that attackers
are capable of injecting bias and observing UAV states via
existing attack techniques [3, 12, 15, 17, 25, 32, 44, 45]. With
these capabilities, exploiting the architectural vulnerability to
achieve targeted steering presents two technical challenges.
First, the attack policy must remain effective against an adap-
tive estimator. Since the sensor fusion algorithm continuously
compensates for sensor errors, a static bias injection would
eventually be neutralized, halting the vehicle. Thus, the policy
must dynamically generate biases that sustain a sufficient
difference from the estimator’s internal state to induce drift.

Second, the policy faces a black-box state inference chal-
lenge: to maintain the bias-to-estimation difference, it must
predict the estimator’s compensation behavior and inject bias
that differs from the estimator’s current belief. This requires
a predictive model capable of inferring the estimator’s hid-
den internal state (i.e., how much bias it has learned), based
solely on the externally observable states. However, analyti-
cally constructing such a model is intractable, since the UAV’s
control pipeline is a meticulous integration of cascaded con-
trol loops, nonlinear sensor fusion algorithms, and trajectory
planning modules whose interactions create a complex, high-
dimensional state space that complicates analytical modeling.
Our Approach. We address these challenges by designing a
reinforcement learning framework that learns to exploit the
architectural vulnerability via adaptive, state-aware gyroscope
bias injection. Our approach uses an asymmetric actor-critic
architecture [1, 27]; during training, the critic has access to
privileged internal states so it can provide rich feedback to
the actor, while the actor is trained to operate using only ex-
ternally observable information. This solves the black-box
state inference challenge, making it directly deployable in
real-world black-box scenarios. Since the attack must rea-
son about temporal effects, we equip both the actor and critic
with Long Short-Term Memory (LSTM) networks, enabling

the agent to learn temporal patterns and implicitly model
the estimator’s learning dynamics. The trained attack policy,
called GAP (Gyroscope Attack Policy), continuously yields
gyroscope bias sequences that maintain sufficient magnitude
to alter UAV trajectories, solving the dynamic bias generation
challenge. Moreover, these sequences remain below the detec-
tion thresholds of sensor fusion-based anomaly detectors and
physics-based invariant checks [6], concealing the root cause
of position drift while steering the UAV toward the target.
Results. Under the assumed injection and observation capa-
bilities, GAP achieves high-accuracy steering into attacker-
selected target regions, characterizing an upper bound on
steering capability rather than a complete end-to-end phys-
ical demonstration. Our evaluation demonstrates an 85.1 %
success rate in steering UAVs into a 10 m-radius cylindrical
target region, outperforming baselines. In addition, our policy
is robust to noise, generalizes across autopilots and airframes
without retraining, transfers to real-world flights, and evades
a state-of-the-art detector in 76 % of successful attacks.
Contribution. Our key contributions are:
• Architectural vulnerability analysis: We identify the

gyroscope-EKF correction lag and indirect fusion as a fun-
damental architectural vulnerability in PX4 and ArduPilot,
the two prominent open-source UAV autopilots [2].

• RL-based black-box steering policy: We design and
present a reinforcement learning-based attack policy that
relies solely on external observations to achieve targeted
position steering while evading anomaly detectors. We
validate the attack in real-world flight experiments and
successfully redirect a physical UAV into an attacker-
defined target region. Demonstration videos are available
at https://tinyurl.com/UAV-Hijack.

• Cross-platform generalizability: We demonstrate that a
single policy trained on PX4 seamlessly transfers to ArduPi-
lot across multiple airframe types without retraining, con-
firming that the attack exploits shared architectural patterns
rather than platform-specific bugs.

• Open Science: We have released the trained models, code
for evaluation, and all datasets used for evaluation at https:
//github.com/postech-compsec/GAP.

2 Background: UAV Control Pipeline

Overview. Both PX4 and ArduPilot, the two prominent open-
source UAV autopilot systems [2], rely on a sophisticated,
yet common architectural pattern despite implementation dif-
ferences [34, 38]. The autopilot system integrates data from
multiple sensors: an Inertial Measurement Unit (IMU) con-
taining gyroscopes and accelerometers, sampled at 200 Hz, a
GPS for absolute positioning updated at 5 Hz to 10 Hz, and a
magnetometer for heading reference updated up to 100 Hz.

An autopilot system processes these sensor inputs through
four components, as illustrated in Figure 1. The Sensors ( 1 )
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Figure 1: Control pipeline shared by PX4 and ArduPilot.

read raw sensor data and publish them to other modules. The
Estimator ( 2 ) implements sensor fusion, combining sensor
data to compute vehicle states. The Navigator ( 3 ) gener-
ates desired trajectories based on mission objectives. The
Controllers ( 4 ), via cascaded control loops, emit motor com-
mands to follow the trajectory. The Actuator ( 5 ) translates
control commands to motor thrusts.

Estimator and Extended Kalman Filter. The Estimator ( 2 )
is implemented using an Extended Kalman Filter (EKF) [30].
It runs at 100 Hz to 200 Hz, fusing multi-sensor measurements
to estimate a UAV’s states (i.e., the position, orientation, ve-
locities, and sensor biases). To handle varying sensor arrival
timings, it synchronizes kinematic states (position, velocity,
and attitude) with the IMU’s high sampling rate and other
states, such as sensor biases (gyroscope and accelerometer)
with the GPS’s low sampling rate. Most importantly, the esti-
mated sensor biases are published every second. The Sensors
module ( 1 ) subscribes to these bias estimates and subtracts
them from the raw sensor readings before publishing the cor-
rected angular velocity to the Rate Controller ( 4 -3).

Indirect Bias Observability. The estimator (EKF) cannot
directly observe gyroscope or accelerometer biases because
no sensor explicitly measures these biases. It must infer them
by detecting inconsistencies between inertial dead reckoning
and absolute measurements from external sensors. However,
the observability of these biases differs fundamentally. Ac-
celerometer measures linear acceleration, which is what GPS
also measures. This enables head-to-head comparison; the
EKF can immediately detect and learn accelerometer bias
by comparing IMU-integrated velocity against GPS velocity
measurements, allowing rapid correction when GPS updates
arrive. On the other hand, gyroscope measures angular veloc-
ity, for which no other sensor provides a direct measurement.
The EKF cannot directly compare gyroscope readings against
any external reference. Instead, gyroscope bias must be in-
directly inferred by observing discrepancies in downstream
states. For example, biased gyroscope produces attitude er-
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Figure 2: Gyroscope correction lag.

rors, causing velocity errors that accumulate into position
drift. Only by detecting this position drift relative to GPS
measurements can the EKF infer gyroscope bias.
Cascaded Control Loops. The Controller module ( 4 ) imple-
ments a cascaded control structure with three sequential loops
that process control commands from high-level position goals
to low-level motor actuation. The Position Controller ( 4 -1),
upon receiving the position setpoint from the Navigator ( 3 ),
first compares it with the current position from the Estimator
( 2 ) to derive a desired velocity. This is subsequently com-
pared with the current velocity from the Estimator ( 2 ) to
generate a desired acceleration. Finally, this acceleration is
converted to a desired attitude. The Attitude Controller ( 4 -2)
compares the current and desired attitude, producing a de-
sired angular rate. Finally and critically, the Rate Controller
( 4 -3) compares the desired angular rate with the current gyro-
scope angular rate reading from the sensors module. The rate
controller then computes motor thrust commands operating
synchronously with gyroscope samples.

3 Preliminary Study

3.1 A Vulnerability Hypothesis
The UAV control pipeline described in §2 is shared across
PX4 and ArduPilot. Both route gyroscope-derived body rates
into the inner rate-control loop while EKF-level corrections
fuse slower external measurements [37, 41]. From this archi-
tecture, we hypothesize that the system contains three archi-
tectural vulnerabilities exploitable as critical attack vectors:
V1. Fast Path: The Rate Controller ( 4 -3) consumes signal-

level filtered gyroscope readings, before EKF-level bias
correction takes effect. As a result, injected angular ve-
locity bias immediately alters control outputs to Actua-
tors ( 5 ), producing instant physical reactions.

V2. Slow Path: The Estimator ( 2 ) attempts to learn and
correct sensor biases. However, this process is limited
by the arrival rate of GPS updates, which is far slower
than that of IMU updates. This creates an inherent delay
for the estimator to begin responding to injected errors.



V3. Indirect Observability: As shown in Figure 2, even af-
ter GPS readings arrive, the estimator still cannot directly
measure gyroscope bias. It must indirectly infer it from
physical state discrepancies, making bias estimation in-
trinsically slow and imprecise.

These observations motivate the following hypothesis: gy-
roscope bias injection is uniquely capable of exploiting all
three architectural vulnerabilities, whereas other sensor injec-
tion attacks are not. To validate this hypothesis, we perform
the following preliminary experiments.

3.2 Experimental Validation

To validate our discovery of the architectural vulnerability
(§3.1), we conducted controlled experiments comparing gy-
roscope and accelerometer bias injection attacks’ impacts.
Our primary objective is to confirm that gyroscope bias injec-
tion, unlike other sensor attacks, can effectively exploit the
fast path (V1) to induce immediate physical deviations, the
slow path (V2) and the indirect observability (V3) to delay
correction of these deviations.
Experimental Setup. We implemented a simulated sensor
attack environment using PX4 v1.15.4 and the jMAVSim
simulator. For the experiment, we utilized custom MAVLink1

messages to enable real-time bias injection with precise times-
tamp logging. The simulated UAV was an Iris quadcopter with
GPS and IMU sensors. In each trial, the attack was initiated
while the UAV hovered at 60 m altitude. We repeated this
procedure 50 times per sensor. The GPS update rate in the
Software in the Loop (SITL) simulator ran at 20 Hz, higher
than the typical 5 Hz to 10 Hz in real deployments.

Since angular velocity and linear acceleration represent
fundamentally different physical quantities, direct magnitude
comparison of gyroscope and accelerometer attack is infeasi-
ble. For fair comparison, we calibrated the two attacks’ mag-
nitudes so that their resulting physical impact over the first
second of injection is identical. For gyroscope attacks, we in-
jected a bias of 0.06 rad/s on the x-axis and the y-axis, which
accumulates to an attitude error of 0.06 rad after one second.
This attitude error rotates the gravity vector g where |g| =
9.8 m/s2 to produce approximately 0.6 m/s2 horizontal ac-
celeration (as g · sin(0.06) ≈ 0.59m/s2). For accelerometer
attacks, we directly injected a bias of 0.6 m/s2 on the y-axis,
matching the approximate horizontal acceleration produced
by the gyroscope attack.
Result 1: Immediate Control Reaction. We first examine
the UAV’s immediate physical response under each attack
type to confirm that gyroscope attack can exploit V1.

Figure 3 shows the impact of gyroscope bias injection, av-
eraged over 50 flights. φ̇est (roll rate estimate, orange line)
represents the gyroscope reading used by the controller after

1A lightweight, open communication protocol used by UAVs and ground
stations to exchange telemetry, command, and sensor data in real time.
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Figure 3: Rate controller’s immediate reaction to gyroscope
bias, leading to instant tilting of the UAV.

subtracting the currently estimated bias. When a 0.06 rad/s
bx (injected gyroscope bias, blue line) is injected at t = 0,
the controller interprets this step change as unintended rota-
tion. To maintain the original hover setpoint (i.e., φ = 0), the
controller commands an immediate counter-movement to nul-
lify this perceived error. Consequently, φ̇gt (roll rate ground
truth, red line) shifts to −0.06 rad/s, as the Rate Controller
( 4 -3) applies counter-control to cancel the error. From the
controller’s perspective, stability appears restored as φ̇est re-
turns to zero. However, this stability is illusory. To keep the
biased sensor reading at zero, the UAV must physically rotate
at −0.06 rad/s along the x-axis. This persistent and uncor-
rected bx eventually causes the attitude (i.e., φgt : roll ground
truth) to diverge continuously, tilting the UAV from −0.1◦ at
t = 0 to −38.0◦ at t = 9 as shown in Figure 3 (bottom).

This pipeline-level behavior complements prior Attitude
and Heading Reference System (AHRS)-level analysis.
Nashimoto et al. [23] showed that under low-noise condi-
tions the AHRS Kalman filter heavily weights accelerometer
and magnetometer corrections, suppressing gyroscope-only
spoofing at the estimator. However, their analysis examines
the AHRS in isolation. In the integrated pipeline, the spoofed
gyroscope reaches the rate controller via the fast path (V1)
before estimator-level correction, producing observed tilting.
Result 2: Delayed Estimation Response. To evaluate the
exploitability of the rate-limited correction (V2) and indirect
observability (V3), we compare how the EKF estimates bias
under gyroscope and accelerometer attacks.

Table 1: Impact comparison of gyroscope (Gyro.) vs. ac-
celerometer (Accel.) attacks. Relative differences highlight
gyroscope bias’s strength over accelerometer bias.

Metric Gyro. Accel. Relative Diff.

Detection Delay (s) 2.464±0.045 0.138±0.1 17.9× longer
Peak Deviation (m) 404.5±125.4 2.2±0.0 184× larger
Time to Peak Dev. (s) 49.0 3.0 16.3× longer
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Figure 4: Comparison of the bias estimation and drift behav-
iors upon gyroscope and accelerometer attacks.

The results are summarized in Table 1. Although both at-
tacks remain unnoticed until the next GPS update (V2), the
detection delay, defined as the moment when the EKF’s bias
estimate first changes by more than the publication threshold,
differs dramatically; accelerometer bias is detected almost
immediately at 0.138 s because the EKF can directly compare
IMU-integrated velocity with GPS velocity. In contrast, gy-
roscope bias detection requires 2.464 s (17.9× longer), since
the EKF must wait for downstream position discrepancies
to accumulate before inferring angular-rate errors through
the indirect observability chain (V3). Figure 4(a) visualizes
these dynamics. The accelerometer estimate exhibits an ini-
tial dip followed by a rapid rise along a steep curve (orange
line), reflecting fast and precise estimation. Gyroscope bias
estimation, however, begins only after a substantial delay and
increases gradually along a gentle slope (blue line), demon-
strating the slow and indirect nature of gyroscope bias infer-
ence. This confirms the existence of an exploitable window.
Result 3: Divergent Position Dynamics. The estimator’s
slow response to gyroscope bias attacks also leads to clearly
different physical outcomes in the two attacks. As shown in
Figure 4(b), the accelerometer attack produces only minor
displacement from the initial position. Since the estimator
quickly compensates for the injected bias, the peak deviation
is only 2.2 m (shown in Table 1). In contrast, the gyroscope
attack leverages the indirect fusion pathway, causing the UAV
to drift much farther. The displacement continues to increase
until it reaches 404.5 m at 49 s (denoted by red dotted lines in
Figure 4(b)) at which point the estimator has gathered enough
information to start countering the motion.
Result 4: Predictable Trajectory. Finally, we analyze the tra-
jectory patterns across the 50 independent attacks to identify
the time interval during which UAV motion remains consis-
tent. The results are summarized in Table 2.

Table 2: Predictable attack trajectory characteristics.

Characteristic X-axis Attack Y-axis Attack

Size of Attack Window (s) 17.2 14.4
Mean Position at Divergence (m) (-260.1, 13.5) (0.2, 155.8)
Drift Direction Leftward Forward
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Figure 5: UAV trajectories observed across 50 bias injection
trials. Trajectory consistency severely drops beyond the diver-
gence point, marked with stars.

Under identical conditions and identical attacks, the UAV
exhibits highly reproducible movement patterns. These repeat-
able drift patterns arise from how the injected bias affects the
controller in the UAV’s body frame. The bias is applied on the
body-frame axes: the x-axis points forward, corresponding to
φ (roll), and the y-axis points right, corresponding to θ (pitch).
When a bias is injected on the x-axis, the controller interprets
it as an unintended right-roll motion and issues a counter-
movement by commanding left tilt. This tilt causes the UAV
to drift leftward in the global North-East-Down (NED) frame.
Similarly, a y-axis bias is interpreted as an unintended pitch
change, and the controller compensates by tilting forward,
producing forward drift in global coordinates.

As illustrated in Figure 5, across 50 repeated flights with
randomized internal states (e.g., EKF covariance and con-
troller setpoints), these counter-movements produce nearly
identical early-stage trajectories. This consistency indicates
that the UAV’s response to bias injection is highly predictable
during this initial interval, creating a reliable attack window.

In light of this, we define “attack window” as the pe-
riod where trajectory standard deviation remains below 10 m,
which represents the time during which UAV movements
can be reliably predicted. Specifically, for x-axis attacks, this
window lasts until 17.2 s, at which point the mean position
reaches (-260.1, 13.5) m relative to the hovering position with
a standard deviation of 10.2 m. For y-axis attacks, the window
closes at 14.4 s with the mean position of (0.2, 155.8) m and
a standard deviation of 10.0 m. Beyond these points, trajec-
tory variance increases rapidly as EKF learning progresses at
different rates across trials with diverging GPS measurement
timing variations and accumulated errors.

Summary. These preliminary experiments validate the
architectural vulnerabilities hypothesized in §3.1 and es-
tablish the foundation for our attack. Result 1 confirms
that the rate controller reacts instantly to gyroscope bias.
Result 2 shows that slow GPS updates and indirect fusion
create a sizable window where injected bias remains un-
corrected. Results 3 and 4 show that UAV motion within
this window is highly predictable. Together, these findings
expose an exploitable and learnable attack surface.
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3.3 Threat Model

Attacker Capabilities. Building upon the preliminary study,
we assume that attackers possess the capability to inject con-
trolled bias into the X and Y axes of the UAV’s gyroscope,
maintaining a chosen value for one second and updating it at a
1 Hz decision rate. Touch-based acoustic attacks [12] supply
this capability via a paster-like unit attached through one-shot
physical contact, which drives the gyroscope through solid-
medium acoustic coupling during flight, bypassing the attenu-
ation and resonance issues of remote acoustic injection. Gao
et al. demonstrated this on a Pixhawk4 drone running PX4,
sustaining controllable in-flight gyroscope bias of 5 deg/s.
Laser-based injection [25], supply chain compromise or sen-
sor driver exploits are additional plausible vectors. We also
assume that attackers can observe the UAV’s external state
(e.g., position and attitude) through visual tracking [3,15,17]
or publicly broadcast telemetry.

We adopt a realistic black-box threat model where attackers
cannot read raw sensor values, EKF state, or controller states
and setpoints. This reflects typical scenarios where attackers
must operate solely on observable UAV behavior.
Attacker Goals. The attacker’s primary objective is redirect-
ing a UAV from its current position to an attacker-selected
target region (e.g., hundreds of meters away). Success is de-
fined by target-region entry. Arbitrary waypoint-level control
and stable terminal stopping are out of scope.

4 Design

The preliminary study in §3 reveals an exploitable window
with predictable trajectory patterns. However, deriving deter-
ministic dynamics models to exploit this is infeasible due to
nonlinear dynamics of the autopilot stack. We thus propose a
closed-loop reinforcement learning (RL) framework where
the RL agent autonomously learns modulating gyroscope bias
injection to steer the UAV toward a target region.
Overview. Figure 6 illustrates our framework, which first

trains an RL model in a training environment and then de-
ploys it to an attack environment. During training, the State
Observer (§4.1) extracts a 78-dimensional state vector σt
from the simulator. The Reward Manager (§4.2) evaluates
σt and computes a scalar reward rtotal that reflects progress
toward target-region steering. The Learning Manager (§4.3)
receives σt and constructs two representations: full σt for the
Critic Network and a partial state vector σ̃t for the Actor Net-
work. It also computes learning signals such as advantages
and loss terms. The Asymmetric Actor-Critic Networks
(§4.4), both equipped with LSTM layers, process these inputs:
the Critic Network consumes σt to produce value estimates
v(σt), while the actor consumes only σ̃t to produce a continu-
ous gyroscope-bias action at = (bt

x,b
t
y). The Attack Injector

(§4.5) applies this action to the UAV, influencing its motion.

After training, in the Attack Environment (§4.6), the
trained Actor Network is paired with an External Observer
that reconstructs σ̃t from only the UAV’s visible motion, ad-
hering to our threat model (§3.3). This allows the Actor Net-
work to generate bias values and steer the UAV toward the
target region in a fully black-box setting.

4.1 State Observer

The State Observer serves as the interface between a UAV’s
physical dynamics and the learning pipeline. During training,
it accesses all internal simulator variables, including:

s1. Normalized time since attack start (R1)
s2. Relative position from UAV to target region (R3)
s3. Three-axis linear velocities (R3)
s4. Three-axis attitude angles (R3)
s5. Three-axis angular velocities (R3)
s6. Geometric features (R8): distance and direction to the

target region, approaching velocity, heading error, dis-
tance to altitude limits and geofence boundaries, success
indicator, and total velocity magnitude

s7. Previous action (at−1: last injected gyroscope bias, R2)
s8. EKF bias estimates and variances for gyroscope and ac-

celerometer (R12)
s9. GPS and heading innovation terms and variances (R14)

s10. Controller setpoints (R12): position setpoints, velocity
setpoints, attitude setpoints, and angular rate setpoints

s11. Test ratios and position accuracy metrics (R5)
s12. Navigation state, control and failsafe mode flags (R9)
s13. Difference between EKF-estimated gyroscope bias and

the injected bias (R3)

The observer converts these into a 78-dimensional state vector
σt and feeds the Reward Manager (§4.2) and Learning Man-
ager (§4.3), allowing the learning pipeline to track immediate
effects of injected gyroscope bias on flight dynamics.



4.2 Reward Manager
The Reward Manager computes the scalar reward signal that
guides RL policy learning. Given the full state vector σt , it
evaluates the UAV’s progress toward the target region and
computes the total reward

rtotal = wd · rdistance +wv · rvelocity + rtime + rtermination (1)

where weights wd and wv are configurable2.
• The distance reward rdistance = (dt−1

target − dt
target) incen-

tivizes reducing the 3D Euclidean distance dtarget from the
UAV to the target region.

• The velocity reward rvelocity = vclosing encourages ap-
proaching the target with positive closing velocity, where
vclosing is the velocity component toward the target. These
distance and velocity rewards provide dense feedback that
helps the actor discover effective policies even when suc-
cess is sparse, acting as a hint to guide exploration.

• The time penalty rtime =−0.01 encourages faster conver-
gence, preventing the actor from learning inefficient attack
strategies that require excessive mission duration.

• The terminal reward rtermination encodes success and fail-
ure conditions. When the UAV enters the target region, the
agent receives a reward of +20, while timeout, altitude vio-
lation, or excessive deviation from the target each incur a
penalty of −20. These terminal conditions are continuously
evaluated to ensure that brief or transient entries into the
target region are correctly detected.

This reward structure balances dense feedback that accelerates
learning with sparse terminal rewards for mission success.

4.3 Learning Manager
The Learning Manager coordinates the entire training loop.
Upon receiving the full 78-dimensional σt from the State
Observer, it constructs the partial observation σ̃t used by the
actor. This 23-dimensional vector consists of 21 externally
observable quantities (s1-s6 in §4.1) along with the previous
action s7: at−1 = (bt−1

x ,bt−1
y ).

In addition to producing state vectors, the Learning Man-
ager computes learning signals, including advantages and loss
terms for both Actor and Critic Networks. It then updates both
networks through backpropagation of the combined policy
and value losses.

4.4 Asymmetric Actor-Critic Networks

Asymmetric Architecture. To satisfy a realistic threat model
(§3.3) while maintaining efficient training performance, we
adopt an asymmetric actor-critic architecture [1, 27] that sep-
arates privileged and non-privileged information pathways.
During training, the Critic Network receives the full 78-
dimensional state vector σt , enabling it to compute accurate

2We empirically tuned the weights to wd = 0.1 and wv = 0.025.

value estimates and provide informative gradients that accel-
erate learning. However, the Actor Network receives only
the 23-dimensional partial state vector σ̃t that an attacker can
realistically construct from external sensing.
LSTM Layers. To further enhance the agent’s capability to
exploit the temporal attack window (14 s to 17 s depending
on axis identified in §3.2), both networks incorporate Long
Short-Term Memory (LSTM) layers [14]. This recurrent ar-
chitecture allows the policy to capture the temporal dynamics
of the estimator’s gradual bias compensation and the delayed
physical response, enabling the agent to reason about when
to modulate bias injection intensity.
Bounded Actions. The actor ultimately outputs a continuous
two-dimensional gyroscope bias action at = (bt

x,b
t
y), where

each dimension is constrained within ±0.06 rad/s. These
bounds were selected to preserve stealthiness while providing
sufficient controllability, based on PX4’s bias detection thresh-
olds. Its estimator triggers a failsafe when the gyroscope bias
exceeds 0.15 rad/s (≈ 8.59 ◦/s), identifying it as a sensor
malfunction. Thus, we restrict the attack bias to 0.06 rad/s,
providing a 2.5× safety margin below the detection threshold.

4.5 Attack Injector
The Attack Injector applies the actor-generated bias values to
the UAV’s gyroscope measurements. For each decision step,
it modifies the IMU data stream by adding the continuous bias
vector to the UAV’s angular-rate readings. This perturbation
propagates through the UAV’s sensor-fusion stack and cas-
caded control loops, leading to trajectory deviation. This injec-
tion capability is grounded in known methodologies. Physical
channels such as acoustic [12, 45] and laser-based [25] in-
jection can impose controlled bias on MEMS gyroscopes
without requiring software or network access to the UAV;
supply chain compromise or sensor driver exploits represent
additional system-level vectors. Critically, the attacker needs
only to add a bounded bias to the gyroscope stream, with no
access to flight commands or internal states. Such channels
can maintain the bias for several seconds, meeting the 1 s hold
duration required by our 1 Hz decision rate.

4.6 Attack Environment
In the deployment environment, only the trained Actor Net-
work, i.e., the actor policy, is used. Because the attacker has
no access to internal UAV states, an External Observer recon-
structs the σ̃t used by the actor. This observer relies solely
on the physically observable quantities, such as motion and
attitude, inferable from external sensing. Like in the training
environment, the actor consumes σ̃t and outputs at , which the
Attack Injector (§4.5) applies to the target UAV. The injection
loop repeats continuously, enabling the attacker to steer the
UAV toward the target region in real time despite having no
visibility into the internal estimator states or controller logic.



5 Training Strategy

We adopt a stage-wise training approach to achieve the final
objective: guiding the UAV into a 10 m-radius target region
from an initial distance of 220 m with over 80 % success rate.

Initial Conditions. In all training episodes, the target region
is fixed at the origin, and a UAV is initialized in position-
hold mode at a random angular position on a 220 m-radius
circle around the origin at 60 m altitude (see Figure 7). We
implement domain randomization [19, 26, 43] by varying this
initial spawn position while fixing the UAV’s initial heading
to North. This setup is geometrically equivalent to placing
the UAV at the origin and commanding it to move toward the
target from all possible relative directions in its body frame,
ensuring the policy learns omnidirectional control rather than
overfitting to specific maneuvers (e.g., only flying forward).

The 220 m starting distance serves as a representative stan-
dard for validating long-range robustness; success at this
range implies that shorter-range attacks are readily achievable,
while longer-range attacks can be constructed by chaining
multiple segments as sequential waypoints.

Intermediate Policy: Learning Coarse 3D Control. Train-
ing begins with a 20 m-radius spherical target region. This
geometry offers uniform feedback across all three axes, al-
lowing the agent to first acquire coarse 3D stabilization skills.
Especially, the spherical region provides dense, well-shaped
reward signals during early exploration, enabling the Actor-
Critic Networks to learn how to regulate the UAV’s trajectory
without diverging. We ran this stage until the success rate
exceeded 80 %, which required approximately 10K iterations.

Final Policy: Refined Horizontal Control. After establish-
ing robust coarse control, we transition into the final objec-
tive: a cylindrical target region with a 10 m-radius and a
relaxed 0 m to 120 m altitude tolerance. This transition is
motivated by the physical characteristics of the gyroscope
bias attacks; injected bias provides strong horizontal steering
controls through accumulated attitude deviation, but its influ-
ence over the vertical motion is limited, which is primarily
governed by throttle control. The cylindrical geometry is well-
aligned with the true controllable dimensions of the attack: it
demands high horizontal precision, while avoiding unrealistic
vertical constraints that the attack cannot satisfy.

We transferred the learned weights from the intermediate
policy and continued training with the new cylindrical objec-
tive. This curriculum learning strategy [4,22] allows the actor
to reuse the stabilization and trajectory-shaping capabilities
acquired during the initial training, while refining horizontal
accuracy for the final objective. The resulting policy exceeded
80 % success rate within 6K iterations.

We refer to the final attack policy as GAP (Gyroscope
Attack Policy).

6 Implementation

Configuration. We implement the training environment
of our framework by integrating the RL architecture from
§4 with a high-fidelity UAV simulation environment. The
UAV runs an unmodified PX4 autopilot with default estima-
tor and controller configurations. We focus on off-the-shelf
multicopter UAVs that rely on IMU, magnetometer, and GPS-
based state estimation, with vision-based localization (e.g.,
VIO) and camera-assisted navigation out of scope. All sensors
(GPS, accelerometers, and magnetometers) operate normally,
except the gyroscope stream, where the Attack Injector (§4.5)
injects bias values produced by the Actor Network (§4.4).
Attack Injector. As defined in §3.3, our threat model as-
sumes controlled gyroscope bias injection via any physical
channel. In our implementation, we emulate this capability
via a custom MAVLink message, used solely for determin-
istic and reproducible simulation where physical channels
(e.g., acoustic, optical) cannot be faithfully reproduced. The
injected values are applied at the sensor driver prior to EKF
fusion, emulating the effect of a physical signal injection.
This design choice follows standard evaluation practice in
cyber-physical security, where hardware-triggered effects are
emulated through software injection to ensure repeatability.
Training Infrastructure. Our implementation depends on
Python 3.10.18, PyTorch 2.8.0, and Ray RLlib 2.48.0 [18,46],
a scalable distributed RL framework, with the APPO (Asyn-
chronous Proximal Policy Optimization) algorithm [20]. Our
custom AsymmetricLSTMModule extends its TorchRLModule
base class to support separate Actor and Critic Networks with
distinct observation spaces.

Training employs 30 distributed workers (each running a
PX4 instance in jMAVSim simulator with 1 CPU core and 0.1
GPU, distributed across 1 RTX 4060 Ti and 2 Tesla V100)
and a learner with 4 CPU cores and 1 RTX 4090 GPU.
Training Environment Details. We bridge our RL frame-
work to PX4 v1.15.4’s Software-in-the-Loop firmware via
MAVLink protocol. By default, the state estimator and the
Rate Controller operate at 250 Hz in the simulator.

The environment launches PX4 and jMAVSim instances
per parallel worker, injects gyroscope bias via a custom
MAVLink message, receives ground truth kinematic states
and privileged information. All simulations run at 4× the wall
clock speed. During training, we use ground truth states for
the actor’s observation (assuming ideal external tracking) and
disable external aerodynamic disturbances for stable learning.
Network Architecture Details. The Actor Network com-
prises a 3-layer fully-connected encoder with 512 hidden units
per layer, followed by a 2-layer LSTM with 512 hidden units
per layer. All fully connected layers use ReLU activation and
layer normalization. The Critic Network uses a 4-layer, fully-
connected encoder with 1024 hidden units per layer followed
by a 2-layer LSTM with 1024 hidden units, reflecting the



critic’s need to model complex EKF convergence dynamics
from privileged information while the actor operates under
partial observability with a simpler decision space.
Hyperparameters. Key RL hyperparameters: learning rate
α = 5×10−5, gradient clipping τgrad = 0.5, discount factor
γ= 0.995, PPO clip ratio ε= 0.2, entropy β= 0.02, and value
loss cv = 1.0. We use V-trace clipping thresholds ρclip =
ρ̄clip = 1.5 for off-policy stabilization, with batch size 4096
timesteps, 64-timestep rollout fragments per worker, 1024-
timestep minibatches, and 2 epochs per iteration.

7 Evaluation

In this section, we evaluate the effectiveness of our attack
framework by answering the following research questions:
RQ1. Can our attack policy (GAP) successfully steer UAVs to

a desired position, compared to baselines? (§7.1)
RQ2. Is GAP robust to tracking and injection noises? (§7.2)
RQ3. Is GAP transferable to heterogeneous autopilot plat-

forms and airframes without retraining? (§7.3)
RQ4. Can GAP bypass existing anomaly detectors? (§7.4)
RQ5. Is GAP resilient to built-in failsafe mechanisms? (§7.5)
RQ6. Is the proposed attack feasible in real-world flight mis-

sions under environmental disturbances? (§7.6)
Experimental Setup. Unless stated otherwise, all experi-
ments use PX4’s default configurations under calm conditions
(no wind) with inherent sensor noise enabled for realistic EKF
behavior. During evaluation, state observations are derived
from the simulator’s ground truth kinematic outputs, assuming
that an attacker is equipped with external tracking capabilities.
Episode Initialization. To rigorously evaluate the policy’s
omnidirectional adaptability, UAVs spawn on the circum-
ference of a 220 m-radius circle centered on the target, at a
fixed altitude of 60 m. We generate 12 equally spaced spawn
locations (every 30◦) to verify, with deterministic and uni-
form coverage of all approach directions, whether the domain-
randomization-trained policy generalizes without overfitting
to specific trajectories. Episodes timeout upon safety viola-
tions or upon reaching a maximum duration of 300 s.
Attack Target Region. To comprehensively assess control
precision, we report the attack success rate for the follow-
ing four target regions: 20 m-radius cylinder and sphere, and
10 m-radius cylinder and sphere. Unless otherwise stated, the
“success rate” is measured on the 10 m cylinder target.
Demo Video. The video recordings of our experiments, in-
cluding the attack on real-world UAVs (§7.6), are available at
https://tinyurl.com/UAV-Hijack.

7.1 RQ1: Effectiveness of Trained Policy
We evaluated the effectiveness of GAP (the final policy ac-
quired in §5) by comparing it against three baseline at-
tacks: random bias injection, directional bias injection, and

adaptive bias injection. Random bias injection represents
a non-strategic adversary who injects gyroscope bias val-
ues uniformly sampled from the range [−0.06,0.06] rad/s
into the roll (x) and pitch (y) axes, resampled and updated
at a frequency of 1 Hz. Directional bias injection applies
a static, feedback-free strategy: based on the UAV’s initial
spawn angle θ relative to target (θ = 0◦ for North, increasing
clockwise), it injects a fixed bias vector bx = 0.06 · sin(θ),
by = −0.06 · cos(θ) to induce a persistent drift toward the
center. Adaptive bias injection extends these baselines by re-
calculating the bias vector at 1 Hz, based on the UAV’s current
position and heading, representing the strongest baseline.
Results. We conducted a comparative evaluation consisting
of 24 episodes for each baseline (2 trials at each of the 12
spawn positions) and a large-scale test of 1,200 episodes for
our attack policy to ensure statistical robustness. As summa-
rized in Table 3, our policy achieved an 85.1 % success rate
on the 10 m cylinder target, outperforming all baselines.

Random bias failed to induce consistent drift, while direc-
tional bias allowed the estimator to accumulate error correc-
tions, causing the trajectory to diverge before reaching the tar-
get. Adaptive bias reached only 20.8 % on the 10 m cylinder
target, as it could not model the EKF’s internal compensation
dynamics. Among the cases where adaptive bias succeeded,
GAP reached the target 64 % faster on average (54.5 s com-
pared to 151.3 s on the 10 m cylinder), further demonstrating
the efficiency of GAP.

Figure 7(a) visualizes representative successful trajecto-
ries from all 12 spawn positions, showing consistent steering
across varying approach angles.
Anatomy of a Successful Attack. Figure 7(b) illustrates
the policy’s exploitation of the UAV’s dynamics in a West-
spawned episode. To reach the target at the center, the UAV
must drift rightward. Accordingly, the agent initially sustains
a maximum x-axis bias of −0.06 rad/s for 7 s. Physically,
injecting this negative bias deceives the controller to trigger a
counter-acting rightward roll command that drives the vehicle
toward the target. This sustained injection is critical: it forces
the UAV to tilt significantly, overcoming the vehicle’s initial
inertia and position-hold stabilization. Once the UAV gains
sufficient momentum, the agent switches to a dynamic modu-
lation pattern, updating the bias every second. This behavior
demonstrates that the RL policy has learned to leverage the
predictable attack window (14 s to 17 s) identified in §3.2.

Table 3: Baseline vs. Our RL-based attack comparison.

Attack Method
Success Rate (%)

Cyl. 20 m Sph. 20 m Cyl. 10 m Sph. 10 m

Random Bias 0.0 0.0 0.0 0.0
Directional Bias 4.2 4.2 0.0 0.0
Adaptive Bias 41.7 29.2 20.8 8.3

GAP 93.2 85.0 85.1 59.1

https://tinyurl.com/UAV-Hijack
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Figure 7: Analysis of GAP’s successful attack cases.

Underlying these decisions, a key requirement is maintain-
ing a discrepancy between the injected bias (bx and by) and
the EKF’s estimated gyroscope bias(b̂x and b̂y). Once the EKF
fully learns the injected bias, the bias-corrected angular rate
input to the controller is neutralized, eliminating the induced
drift. As shown in Figure 7(b), both b̂x and b̂y remain close
to zero throughout the episode, suggesting that GAP keeps the
estimator from converging to the injected bias.

7.2 RQ2: Robustness to Realistic Noise
Our threat model assumes that the attacker observes the target
UAV state via an external vision-based tracker, which tends to
be noisy. To further test the robustness of our policy against a
realistic attacker, we corrupted the simulator UAV state before
feeding it to GAP by adding two types of noises:
Noise source 1: Tracking. We derived noise parameters
from Li et al. [17], which evaluates 6-DoF pose estimation
of a quadrotor at 20 m to 52 m using a telephoto lens. Un-
der their metric, they report that 87.49 % of position esti-
mates have errors below 0.707 m, and 7.42 % of attitude esti-
mates have errors below 0.707◦. We modeled per-axis Gaus-
sian noise for position and attitude as ∆p ∼ N (0,σ2

p) and

∆θ ∼ N (0,σ2
θ
). Matching the reported acceptance probabil-

ities yielded σp = 0.295 m and σθ = 1.033◦. Since velocity
is estimated as the difference of two consecutive position
observations, its noise variance doubles; at the 1 Hz policy
sampling interval this gives σv =

√
2σp/∆t = 0.417 m/s and

σω =
√

2σθ/∆t = 0.026 rad/s. These noises were applied to
the states fed to GAP.
Noise source 2: Injection delays and losses. We mod-
eled injection-side imperfections based on our real-world
flight logs obtained in §7.6: bias injection command loss with
12.5 % probability, and bias injection period jitter sampled
from max(1,N (1.087,0.0762)) s, both derived from mea-
surements across seven flight logs.
Results. Table 4 summarizes results over 1,200 evaluation
episodes for each noise source. GAP remained effective under
all criteria, demonstrating robustness against tracker-induced
uncertainty as well as injection-side delays and losses, without
any noise-aware retraining. These results stemmed from three
factors. First, injection delays were inherent during training,
as the RL framework and the PX4 ran as separate processes
communicating over MAVLink, naturally exposing the policy
to timing imperfections. Second, because the policy recalcu-
lated a new bias based on the newly observed state at each
step, missed injections were compensated for at the subse-
quent decision step. Lastly, robustness to tracking noise was
consistent with the known properties of recurrent policies un-
der noisy observations [14]. These noise sources approximate
key real-world imperfections but do not cover all aspects of
a physical deployment, such as residual bias from injection
hardware or distance-dependent tracking degradation. We
further discuss this gap in §8.

7.3 RQ3: Cross-platform Generalizability
To show the generalizability of our attacks, we extended our
evaluation to a different autopilot platform (ArduPilot) with
diverse airframe types, and to a different simulator (i.e., PX4
with Gazebo simulator).

We deployed GAP, which was originally trained on PX4
and jMAVSim simulator, directly to these two configurations
without any retraining. We conducted 24 evaluation episodes
per configuration, consisting of two independent trials at each

Table 4: GAP success rates under tracking noise and injection
imperfections. ‘None’ (no noise) results are from RQ1, and
‘Both’ condition is when both noise sources were present.

Noise Condition
Success Rate (%)

Cyl. 20 m Sph. 20 m Cyl. 10 m Sph. 10 m

None 93.2 85.0 85.1 59.1
Tracking Noise 95.3 89.9 89.2 67.3
Delay & Loss 94.9 87.4 87.3 64.2

Both 95.4 88.1 87.2 63.9



of the 12 equally-spaced spawn positions.
Results. Table 5 shows the success rates across 9 ArduPi-
lot airframes and the PX4 Gazebo environment. The policy
achieved 70.8 % to 87.5 % success rates on all multirotor
configurations except coaxcopter. This successful transfer
confirmed that our attack exploits a fundamental architectural
vulnerability (§3.2) rather than platform-specific implementa-
tion bugs. In the case of coaxcopter, the success rate dropped
to 54.2 % because its control pipeline significantly differed
from the common pipeline that we identify in §2.

7.4 RQ4: Detection Evasion
We evaluated the stealthiness of GAP against CI [6], a pow-
erful anomaly detector that identifies attacks by checking
physics-based control invariants, i.e., the correlation between
sensor measurements and control commands. We utilized
their VMware image, which runs ArduPilot v3.4.
Results. We conducted 24 attack episodes, consisting of two
independent trials at each of the 12 equally-spaced spawn
positions. The attack achieved an 87.5 % success rate on the
10 m cylinder target, with CI detecting only 23.8 % of these
successful episodes. Notably, detections occurred exclusively
at specific approach angles (3, 4, and 8 o’clock directions),
with zero detections in all other orientations, showing that
our attack effectively exploited blind spots in the invariant
relationships modeled by the detector.

7.5 RQ5: Resilience to Failsafe Mechanisms
The attack experiments in RQ1 (§7.1), also revealed that our
attack is robust against built-in failsafe mechanisms. Our
observations can be summarized as follows:
Observation 1: Gyroscope Failsafes are Bypassed. Across
all PX4 experiments, the gyroscope bias failsafe was never
triggered. This indicates that the injected bias consistently
remained below the platform’s detection thresholds, prevent-
ing the autopilot from attributing the resulting anomalies to
gyroscope sensor corruption.

Table 5: Success Rate Across Platforms and Airframes.

Platform Airframe
Success Rate (%)

Cyl. 20 m Sph. 20 m Cyl. 10 m Sph. 10 m

PX4 x500 (Gazebo) 91.7 70.8 83.3 33.3

ArduPilot

coaxcopter 75.0 62.5 54.2 37.5
dodeca-hexa 87.5 83.3 70.8 62.5

hexa 87.5 87.5 79.2 79.2
octa 91.7 91.7 75.0 66.7

octaquad 91.7 91.7 87.5 83.3
quad 87.5 83.3 79.2 75.0

singlecopter 95.8 95.8 83.3 79.2
tri 83.3 79.2 79.2 79.2
y6 95.8 91.7 79.2 70.8

Observation 2: Our attack ignores other failsafes. In
20.3 % of attack episodes, attack-induced drift triggered
generic failsafes (e.g., “invalid local position” and “invalid
local velocity”), causing the autopilots to initiate safety behav-
iors such as Landing or Return-to-Launch (RTL). However,
entering these modes did not neutralize our attack; in ev-
ery case, the triggered failsafe was immediately deactivated
within an average of 2.1 s and our attack continued to steer
the UAV to the target region. This demonstrates that even
when failsafe logic engages, it is fundamentally ineffective
against our gyroscope-based attacks.

7.6 RQ6: Sim-to-Real Validation

Finally, we evaluate whether GAP transfers to physical flight
through real-world flight experiments.
Policy Adaptation. Our threat model (§3.3) assumes that
the attacker has access to external tracking equipment that
provides ground-truth kinematic states. Although such equip-
ment and supporting technology are available [3, 15, 17], we
did not have access to them during hardware testing. Conse-
quently, we trained and adapted a sim-to-real policy that
relies solely on onboard sensor data.

A key challenge in using onboard sensor data in place
of observation is that the UAV’s fused state estimates are
corrupted by the injected gyroscope bias. To address this, we
reconstruct observations from raw IMU and GPS readings to
approximate the underlying physical states before the fusion
algorithm uses them. Specifically:
• Position and Velocity: We replace ground-truth values with

raw GPS data, deriving horizontal velocity from ground
speed and course-over-ground, and vertical velocity from
altitude differences across GPS updates.

• Angular Velocity: Since the IMU readings include the
injected bias, our controller module subtracts the injected
bias to reconstruct the true angular rates before feeding
them to the policy.

• Attitude: Although attitude estimates are affected by the
attack-induced estimator drift, no direct raw sensor mea-
surement is available. Thus, we use the fused attitude as
an observation despite its gradual corruption. To compen-
sate for the corruption, we augment the actor’s partial state
vector σ̃t with linear acceleration and horizontal distance to
target. The critic’s privileged state vector σt is similarly ex-
tended with 24-dimensional ground truth kinematic states.

The adapted sim-to-real policy was trained with over 36K
iterations on a 10 m cylindrical objective.
Real-World Experiment Setup. We used Holybro quad-
copters with Pixhawk 6C flight controller running PX4: an
X500 airframe and an S500 airframe. We conducted a total
of seven real-world flight trials across four days to evaluate
the attack under varying environmental conditions. In each
trial, the UAV hovered at an initial position at 10 m above the
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Figure 8: Real-world flight attack data. A physical UAV running PX4 was attacked in seven independent trials.

ground, and the cylindrical target region was approximately
52 m away, as shown in Figure 8(a) and Figure 8(b). During
the attack, the UAV was tethered to a ground anchor with a
50 m safety rope, reaching a maximum displacement of 37 m
so the rope remained slack and did not influence the trajectory.

As in simulation, gyroscope bias was injected into the target
UAV through a MAVLink message over a telemetry radio link
between the UAV and the attacker’s ground control station.
As detailed in §4.5, in real deployments, this role would be
fulfilled by physical injection channels such as acoustic [12,
45] or laser-based [25] methods; MAVLink serves here solely
as an interface for controlled experiments.

The field experiment was conducted under dynamic
weather conditions (Figure 8(a)), with average wind speeds
of 1.7 m/s to 4.4 m/s and gusts up to 7.9 m/s. The onboard
GPS provided updates at an average rate of 8 Hz, receiving
26 to 29 satellites during the experiment.
Results. We deployed the sim-to-real policy to evaluate
our attack on a physical UAV and repeated the experiment
seven times, as summarized in Table 6. In every trial, the
attack successfully redirected the UAV into the 10 m cylindri-
cal objective, following the respective trajectories shown in
Figure 8(b). On average, the UAV reached the target in 13.7 s
with a trajectory length of 53.6 m.

Figure 8(c) shows bias injection logs from the first trial.
The policy initiated with a sustained injection phase lasting 4 s
to 10 s, injecting bias of roughly −0.01 rad/s to 0.04 rad/s on

Table 6: Summary of seven real-world flight trials.

Trial Airframe Init. Dist. Time Traj. Len. Wind Gusts
(m) (s) (m) (m/s) (m/s)

1 X500 51.4 16.0 49.9 1.7 to 2.1 2.8 to 3.1
2 S500 50.5 12.0 48.3 1.9 to 2.8 2.8 to 3.2
3 S500 50.4 8.0 46.0 3.4 to 3.9 4.5 to 6.4
4 S500 53.3 15.0 54.7 3.4 to 4.4 4.7 to 7.9
5 S500 51.3 9.0 46.2 3.4 to 4.4 4.7 to 7.9
6 S500 54.1 22.0 76.5 3.4 to 4.4 4.7 to 7.9
7 S500 52.3 13.9 53.6 3.4 to 4.4 4.7 to 7.9

the x-axis and −0.06 rad/s on the y-axis. Then, it transitioned
to dynamic modulation for trajectory refinement. Although
magnitudes vary across trials due to real-world factors, the
overall injection patterns were consistent.
Robustness Analysis. Our real-world attacks demonstrated
robustness against four key real-world factors:
• Aerodynamic Disturbances: The experiments were per-

formed over four days with wind speeds ranging 1.7 m/s
to 4.4 m/s and gusts up to 7.9 m/s. Our attack policy suc-
cessfully steered the UAV across all trials, even while the
flight controller actively compensated for wind gusts.

• Airframe Variation: The Holybro X500 airframe was used
in the first trial, whereas the S500, which has a different
frame geometry and weight distribution, was used in the
other six. The policy succeeded on both airframes with-
out retraining, demonstrating the simulation-based cross-
platform results in RQ3 (§7.3).

• Network Jitter: Telemetry latency caused irregular injec-
tion intervals (Figure 8(c)): across seven flight logs, 87.5 %
averaged 1.087 s (σ = 0.076s) while 12.5 % were longer
due to command losses. The policy nonetheless maintained
coherent control. This aligns with the finding in RQ2 (§7.2).

• Failsafe Resilience: The GPS enabled the EKF to detect
position anomalies, yet no position or velocity failsafe was
triggered in any of the flights. The dedicated gyroscope bias
failsafe was likewise never activated, again demonstrating
resilience to failsafe mechanisms (RQ5, §7.5).

8 Discussion

Our work has a few limitations. First, although our seven real-
world flights across four days in §7.6 successfully steered the
UAV into the target region, they were performed at distances
of approximately 52 m. Validating the policy at longer ranges
remains important future work. Second, our attack assumes ac-
cess to controlled gyroscope-bias injection and external state
observation. Although these capabilities lie beyond casual
misuse, they are realistic for well-resourced adversaries tar-



geting high-value autonomous UAVs. End-to-end deployment
combining injection hardware (e.g., acoustic or laser emitters)
with a tracking device would introduce imperfections beyond
our simulation, such as residual bias and distance-dependent
tracking errors. Examples include residual bias from hard-
ware imprecision and tracking errors that scale with distance
and motion. RQ2 (§7.2) provides a first-order assessment
by emulating injection-side delays and losses from our real-
world flight logs and tracker noise from a published vision
tracker [17], under which GAP retained over 87 % success on
the 10 m cylinder. A full hardware-in-the-loop characteriza-
tion remains future work. Third, our policy is optimized for
reliably reaching the target region rather than fine-grained ter-
minal behavior, occasionally causing overshoot after arrival.
Refining terminal control, such as adjusting bias modulation
near the target or incorporating explicit stopping policies, re-
mains future work. Finally, hyperparameter tuning of our RL
framework remains future work, as we prioritized demonstrat-
ing this previously unexplored attack vector.
Ethics and Disclosure. We disclosed our findings to the PX4
and ArduPilot maintainers and are awaiting their feedback
regarding its architectural nature and software-level mitiga-
tions.

9 Related Work

Attacks on Reference Sensors. Attacks targeting external
reference sensors, such as GPS and magnetometers, have been
extensively studied. GPS spoofing [24,31,47] attempts to redi-
rect UAVs by injecting false satellite signals. However, these
attacks are difficult to execute; modern sensor fusion algo-
rithms can detect inconsistencies between abrupt GPS shifts
and inertial measurements [7, 33], and simply injecting spoof-
ing signals triggers receiver-level alarms [16, 28, 42], which
activate failsafes and cause immediate landing or return-to-
launch responses, causing hijacking attempts to fail. Similarly,
magnetometer false data injection attacks [5] can manipulate
heading estimates, but they typically require GPS-denied en-
vironments where failsafes are disabled, limiting their oper-
ational scope. In contrast, our approach targets the inertial
sensors directly, exploiting the fusion architecture to bypass
cross-validation mechanisms even when GPS is available.
Attacks on Inertial Sensors. To bypass GPS-layer defenses,
recent works have focused on manipulating inertial sensors.
Acoustic injection attacks [32, 45] exploit MEMS gyroscope
resonances to induce drift. Laser-based injection attacks [25]
modulate light to induce mechanical vibration that excites
MEMS gyroscope resonances, enabling remote signal injec-
tion. While stealthy, these physical-layer attacks lack feed-
back for precise trajectory tracking, resulting in uncontrolled,
coarse drifts rather than targeted steering. ConfuSense [10]
pioneers RL-driven UAV attacks by using IEMI-based sensor
reconfiguration to suspend or slow IMU sampling. Its policy

learns when to activate interference (binary timing), leading to
coarse directional deviation (e.g., left/right drift). In contrast,
GAP preserves the gyroscope stream and injects continuous
two-axis bias, learning a closed-loop control policy over bias
values. This shifts the attack from discrete disruption to con-
tinuous control of the estimation dynamics. As a result, GAP
enables precise target-region steering at non-trivial distances
by exploiting estimator–controller lag, going beyond coarse
directional deviation (§7.1).

Defenses and Evasion. Various physics-based detectors [6,
13, 29] identify sensor attacks by monitoring violations in
control-theoretic relationships between control commands
and sensor responses. However, recent studies have shown
that these defenses rely on static thresholds or fixed invari-
ant models [9]. Our evaluation shows the attack achieves
a 76 % evasion rate against threshold-based defenses (e.g.,
CI [6]), not by learning evasion strategies, but because the
bias magnitude, constrained to bypass the EKF’s internal fail-
safe, inherently falls within the detection blind spots of such
detectors. Recovery-oriented defenses such as SpecGuard [8]
achieve strong recovery success across a broad range of physi-
cal attacks by using RL to keep UAVs compliant with mission
specifications, running Proactive Control (PC) throughout the
flight and engaging Reactive Control (RC) after attack detec-
tion. However, two factors suggest GAP would likely remain
effective against both. First, GAP keeps bias below PX4’s gy-
roscope failsafe and triggers other failsafes or the CI detector
in only about 20 % of runs (§7.4, §7.5), so RC is unlikely
to engage in most executions. Second, the publicly avail-
able SpecGuard implementation models gyroscope attacks
by modifying EKF attitude estimates instead of sensor-driver-
level readings. As a result, it evaluates only the Slow Path
effect (§3.1) of gyroscope spoofing and not the Fast Path that
GAP exploits. We leave empirical validation of GAP against
SpecGuard-PC/RC in this setting as future work.

10 Conclusion

We identify an architectural vulnerability in the UAV control
pipeline: high-rate control loops operating atop low-rate, indi-
rectly fused state estimates. This temporal mismatch opens
an exploitable window in which carefully crafted gyroscope
bias injections can steer a UAV to an arbitrary target region,
while remaining undetected by a state-of-the-art detector and
being robust to built-in failsafes. Leveraging this insight, we
developed a reinforcement learning-based black-box attack
policy that exploits this window under assumed bias-injection
and external observation capabilities. Our trained policy, GAP,
achieved 85 % success in target-region steering and bypassed
a detector in 76 % of successful attack cases. We validated its
real-world feasibility, successfully steering a physical UAV
into the target region under varying winds and airframes.
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A Artifact Appendix

A.1 Abstract

This artifact accompanies the paper Blind Spot in Sensor Fu-
sion: Exploiting an Architectural Vulnerability to Hijack and
Precisely Control UAVs. It contains patched PX4/ArduPilot
firmware, trained GAP policies, experiment wrappers, anal-
ysis scripts, and pre-baked outputs. It supports six claims
on attack effectiveness, robustness to tracking noise and de-
lay/loss, cross-platform transfer, CI-detector evasion, failsafe
analysis, and sim-to-real feasibility. The recommended evalu-
ator path uses the prepared VM or archived source snapshot
to run the smoke test and verify the shipped pre-baked claims.
Optional fresh reruns are provided as additional experiments.

A.2 Description & Requirements

A.2.1 Security, privacy, and ethical concerns

The normal evaluation path is software-only. It uses either
shipped pre-baked logs or software-in-the-loop evaluation,
and does not require disabling host security features. The
optional CI-detector rerun uses a legacy VMware image that
should be treated as an isolated guest environment. The op-
tional real-flight rerun uses a physical UAV and should only
be attempted with appropriate permissions, a safe outdoor
flight site, and independent flight-safety procedures.

A.2.2 How to access

The stable archival copy of the artifact is available through
Zenodo: https://doi.org/10.5281/zenodo.19652756.
The archive provides two entry points: (i) a prepared Ubuntu
22.04 VirtualBox image with the repository, Python envi-
ronment, built firmware, QGroundControl, policies, and pre-
baked outputs already installed, and (ii) a versioned source
snapshot that can be built from scratch with ./setup.sh. The
Zenodo bundle also includes the trained model archive, the
optional legacy VMware image for CI-detector reruns, and
the QGroundControl AppImage for source-based users.

A.2.3 Badges

This artifact was awarded the following badges:
• Artifacts Available
• Artifacts Functional
• Results Reproduced

A.2.4 Hardware dependencies

The main path requires a recent x86_64 host with 12 CPU
cores, 16GB RAM, and no GPU. A 100GB disk is recom-
mended, as ./setup.sh increased disk usage by about 30GB
on our Ubuntu 22.04 guest. Optional physical reruns require a
multicopter, Pixhawk, telemetry radios, and a safe flight site.

A.2.5 Software dependencies

The prepared VM already includes all dependencies. Source-
based users need Ubuntu 22.04, Python 3.10, Java for
jMAVSim, Ray/RLlib, NumPy, pandas, matplotlib, scipy,
pyulog, geographiclib, the patched PX4 and ArduPilot
source code, and the custom MAVLink support installed by
./setup.sh. VirtualBox is needed for the provided VM, while
VMware and QGroundControl are needed only for the op-
tional CI-detector and real-flight workflows, respectively.

A.2.6 Benchmarks

The artifact evaluates the shipped trained GAP and
sim-to-real policies and the following result sets under
results/pre-baked/:

• shipped pre-baked results
• PX4 attack-flight CSVs under flight-logs/
• real-flight ULog files under rq6/

A.3 Set-up
A.3.1 Installation

Path A is recommended: download the prepared GAP
VM from Zenodo, import it into VirtualBox, log in with
user/password gap/gap, and open a terminal at $HOME/GAP. All



dependencies, built firmware, trained policies, and QGround-
Control are already installed.

Path B uses the archived source snapshot or GitHub repos-
itory. From $HOME/GAP, run:

./setup.sh
source .venv/bin/activate

The setup script installs dependencies, compiles patched
PX4 and ArduPilot, creates a local Python environment, and
took about 30 minutes on our 12-core Ubuntu 22.04 host.
If starting from GitHub rather than the Zenodo snapshot,
download gap-models.zip from Zenodo and unpack it into
src/gap/models/ as documented in the repository README.

A.3.2 Basic Test

Run:

./experiments/run_smoke_test.sh

Expected outcome: [PASS] All 11 checks passed. This test
checks the environment and verifies the presence and consis-
tency of the shipped data without running fresh experiments.

A.4 Evaluation Workflow
A.4.1 Major claims

(C1) GAP outperforms the three baselines in PX4-jMAVSim
and reaches the 10 m cylindrical target region with an
85.1 % success rate.

(C2) GAP remains effective under tracking noise, injection
delay/loss, and their combination.

(C3) The trained policy transfers without retraining to PX4
Gazebo and nine ArduPilot airframes.

(C4) GAP bypasses the CI detector in most successful at-
tacks. In the shipped RQ4 set, 21 of 24 attacks succeed
and only 5 of the successful attacks trigger the detector.

(C5) Built-in failsafes do not reliably stop the attack. In the
shipped PX4 attack-flight corpus, the gyroscope-bias
failsafe never triggers, while generic failsafes appear in
213 of 1,048 successful attacks.

(C6) The sim-to-real policy succeeds in all seven shipped
real-world flight trials, reaching the 10 m cylindrical tar-
get in 13.794 s on average with a mean trajectory length
of 53.576 m.

A.4.2 Experiments

(E0) Shipped reference path [5 human-minutes + 10
compute-minutes]. Run:

bash analysis/verify_claims.sh pre-baked
bash analysis/generate_all.sh pre-baked

This verifies the claims from the pre-baked data, regener-
ates all shipped tables and figures, and supports C1-C6.

(E1) RQ4 CI-detector analysis [5 human-minutes + 5
compute-minutes]. Run:

python3 -m analysis.generate_rq4_analysis \
--source pre-baked

This regenerates the RQ4 CI-detector evasion CSV and
figure from shipped JSON logs and supports C4.

(E2) RQ5 failsafe analysis [5 human-minutes + 5 compute-
minutes]. Run:

python3 -m analysis.generate_rq5_analysis \
--source pre-baked

This post-processes the shipped PX4 attack-flight corpus
to compute failsafe activation statistics and supports C5.

(E3) RQ6 real-flight analysis [5 human-minutes + 5
compute-minutes]. Run:

python3 -m analysis.generate_rq6_table6 \
--source pre-baked
python3 -m analysis.generate_rq6_figure8 \
--source pre-baked

This regenerates Table 6 and Figure 8 from the shipped
real-flight ULog files and supports C6.

For all experiments, expected outputs are CSV files under
analysis/csv/ and figures under analysis/figures/.

A.5 Additional Experiments - Fresh Runs
Fresh reruns of RQ1-RQ3 are provided as additional experi-
ments for exercising the simulator execution path. They are
stochastic and are intended as directional validation, while
the shipped pre-baked data remains the exact paper result set.
The one-command fresh path is:

./experiments/run_all.sh --mode approx

E4 reruns RQ1 and regenerates Table 3/Figure 7. E5 reruns
RQ2 and regenerates Table 4. E6 reruns RQ3 and regenerates
Table 5. Detailed commands and optional CI-detector and
real-flight reruns are documented in the artifact repository.

A.6 Notes on Reusability
The repository separates reusable evaluation code under
src/evaluation/ from thin experiment wrappers under
experiments/. The same analysis scripts can be run on
shipped pre-baked data or user-generated fresh data, and out-
puts are source-tagged to avoid overwriting one another. The
artifact covers evaluation of the shipped trained policies. The
training pipeline is out of scope.

A.7 Version
Based on the LaTeX template for Artifact Evaluation
V20260101. Submission, reviewing and badging methodol-
ogy followed for the evaluation of this artifact can be found at
https://secartifacts.github.io/vehiclesec2026/.
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