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Figure 1: HAPTCHA: Eyes-free haptic CAPTCHA in mobile environments.

Abstract

Traditional visual CAPTCHAs face dual challenges: increasing vul-
nerability to automated solvers and maintaining usability without
imposing excessive visual burden. We propose Haptic CAPTCHA
(HAPTCHA), an eyes-free human-verification framework that lever-
ages smartphone vibration as the primary information channel.
HAPTCHA grounds security in a human closed-loop sensorimotor
process that is inherently difficult for automated agents to emulate.
We instantiate this framework through two complementary de-
signs: tiltHAPTCHA, an efficiency-oriented spatial search task, and
rhythmHAPTCHA, a robustness-oriented temporal reproduction
task. Our security analysis against sophisticated imitation-learning
bots shows that HAPTCHA'’s structured interaction traces provide
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a robust signal for discrimination, achieving up to 100% bot re-
jection rate in unseen attack scenarios. The usability evaluation
across sitting, walking, and fast-walking scenarios demonstrates
that HAPTCHA maintains high solvability (e.g., 96.7% success rate
for tiltHAPTCHA while sitting) and offers superior usability with
significantly lower cognitive workload than a visual reCAPTCHA
mockup. These findings position HAPTCHA as an explicit haptic
challenge layer that complements passive, risk-based verification
by moving challenge information beyond the screen.

CCS Concepts

« Security and privacy — Usability in security and privacy; «
Human-centered computing — Interaction design process
and methods; User interface design; « Hardware — Tactile and
hand-based interfaces.
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1 Introduction

CAPTCHA, “Completely Automated Public Turing test to tell Com-
puters and Humans Apart,” was established to distinguish legitimate
users from automated programs using tasks that are easy for hu-
mans but difficult for machines [67]. Over the past two decades,
it has been widely adopted as a standard solution for mitigating
automated threats such as spam, credential stuffing, and brute-force
attempts [32]. Modern human-verification pipelines strike a bal-
ance between security and usability by pairing background risk
scoring with explicit fallbacks: systems evaluate passive behavioral
or network signals first [25, 26] and then present an explicit interac-
tive challenge only as an indispensable step-up layer when passive
evidence is inconclusive or ambiguous [28].

However, the security of this explicit step-up layer is rapidly col-
lapsing because challenges are almost universally rendered on the
screen. Advances in artificial intelligence (AI)—particularly agentic
vision-language systems—allow automated solvers to directly per-
ceive screen content and execute interface actions across diverse
schemes without task-specific adaptation [53, 64]. Simply increas-
ing the visual diversity or complexity of screen-rendered puzzles
fails to provide a durable defense while imposing disproportionate
effort on legitimate users [7, 76]. While prior mobile CAPTCHA
research explored alternative input modalities, including audio [66],
gestures [38], and device sensors [22, 36], most still convey the chal-
lenge prompt itself visually on the screen (e.g., SenCAPTCHA [22]).
Consequently, screen-parsing agents can easily extract the chal-
lenge objective and bypass verification by synthesizing artificial
sensor events. Whether tactile vibration can instead serve as the
primary challenge channel—moving the challenge completely off
the screen while leveraging sensorimotor traces—remains underex-
plored.

In this paper, we present HAPTCHA (haptic CAPTCHA), an ex-
plicit human-verification framework that utilizes sensorimotor in-
teraction to complement passive or risk-based verification. HAPTCHA
conveys challenges through vibrotactile stimuli and jointly evalu-
ates task correctness and sensorimotor traces, requiring an attacker
to intercept the vibration signal and reproduce plausible human
execution. We instantiate the framework through tiltHAPTCHA,
which employs a tactile feedback-guided orientation search task,
and rhythmHAPTCHA, which utilizes a tactile rhythm perception
and reproduction task.

This research aims to address the following core questions:

RQ1: Can haptic stimuli serve as a viable primary channel for
human-verification challenges on smartphones?

RQ2: Do the sensorimotor interaction traces generated during
HAPTCHA execution provide sufficient signals to distin-
guish human users from automated bots?

RQ3: To what extent do haptic-centered challenges maintain prac-
tical usability across controlled mobile conditions?
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We evaluate both HAPTCHA schemes in two steps. First, we
assess their security potential via human-bot trace discrimination
against diverse automated attackers, including attackers that can
observe vibration signals and generate human-like responses. Sec-
ond, we compare their usability against a reCAPTCHA-style visual
mockup [58] under sitting, walking, and fast-walking conditions.
We use these mobility conditions as controlled stress tests rather
than as the sole deployment scenarios for HAPTCHA. Our results
suggest that HAPTCHA generates informative signals for human-
bot discrimination while remaining practically usable across the
evaluated conditions.

The contributions of this work are as follows:

e We propose HAPTCHA, an explicit human-verification frame-
work that elevates tactile vibration from auxiliary feedback to the
primary challenge channel, and jointly evaluates task correctness
and sensorimotor execution.

e We introduce two distinct haptic challenge designs, tiltHAPTCHA
and rhythmHAPTCHA, representing different trade-offs between
interaction efficiency and environmental robustness.

o We evaluate the two HAPTCHA schemes against diverse vibration-
aware attackers, including previously unseen attack strategies,
and characterize their usability relative to a visual CAPTCHA
mockup under controlled mobility conditions.

2 Related Work

2.1 CAPTCHA and Mobile Alternatives

CAPTCHA has traditionally relied on visually structured tasks such
as distorted-text recognition [67, 68], image categorization [20], and
other interactive visual challenges [30, 42]. Although the design
space has expanded to audio [66], gestures [38], and sensor-assisted
schemes [22, 36], recent work suggests that static and heavily visual
CAPTCHA s remain increasingly vulnerable to modern machine-
learning-based attacks [32, 58, 59, 67, 69, 70, 72, 73].

These limitations are especially pronounced on smartphones,
where small displays, touch input, and divided attention make
desktop-derived CAPTCHA tasks cumbersome [55]. Prior work
has therefore explored more mobile-appropriate alternatives. Some
approaches replace text entry with smartphone-native interaction
such as gestures or device orientation, improving mobile usability
but still relying on visually guided tasks [22, 38]. For instance,
SenCAPTCHA [22] leverages device orientation sensing to let users
tilt the device and guide a ball toward an animal’s eye on the screen.
In a user study, it outperformed representative text-, audio-, image-,
and video-based CAPTCHA baselines in perceived usability and
completion time [22]. However, they remain visually guided at their
core rather than genuine eyes-free challenges.

Other work has broadened accessibility through non-visual in-
teraction. TapCAPTCHA [3], for example, asks users to listen to a
sequence of letters or numbers and tap the screen according to how
many times a target item occurs, thereby avoiding visual depen-
dence. Audio CAPTCHAs [21] replace visual puzzles with listening
and transcription tasks, but such designs are often slower and less
accurate than visual CAPTCHA. However, audio CAPTCHAs have
also been successfully bypassed by automated solvers, limiting their
viability as an alternative challenge modality [14, 61].
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Our study investigates whether tactile stimulation can serve as
the primary challenge channel of a mobile human-verification task
under attention-constrained conditions.

2.2 Haptics in Security and Authentication

Haptic interaction has been considered useful in security-sensitive
contexts because it can support relatively private, discreet, and
eyes-free interaction [18]. One line of work focused on observation-
resistant password and PIN entry. They used tactile patterns to
support password entry while reducing the amount of visually
observable information available to shoulder surfers [9-11]. Vi-
broAuth [39] similarly explored non-visual rearranged keypads
whose layout is privately conveyed through haptic patterns in or-
der to mitigate shoulder-surfing attacks.

A second line of work emphasized accessibility-centered au-
thentication. In Tactile Authentication System (TAS) [43, 44], users
authenticate by recognizing a learned sequence of tactile patterns.
OneButtonPIN [40] enables blind or low-vision users to enter PINs
by counting vibration pulses on a single large button. Haptic2FA [8]
uses haptic patterns as an accessible alternative to visually or audi-
torily delivered one-time passcodes.

Another direction has used vibration to present information
to users while sensing user-specific physical responses during
touch interactions [46, 74]. TouchPass [74], for example, actively
generates vibration signals when a user touches the smartphone
screen and analyzes how those signals are altered as they propagate
through the touching finger. Rather than authenticating users based
primarily on overt touch behavior, it seeks to identify user-specific
physical characteristics reflected in the vibration response.

HAPTCHA builds on these foundations, but targets a different
problem: public human verification rather than personal identity
authentication. Our work further asks whether the sensorimotor
traces produced during tactile challenge solving can themselves
serve as evidence for human-bot discrimination.

2.3 Behavioral Interaction Traces for
Human-Bot Discrimination

Human verification has been reframed as a matter of whether a
task is answered correctly, as well as of how the answer is produced.
This perspective is grounded in behavioral biometrics, which argues
that human actions carry distinctive information in learned skills,
style, and motor behavior [75]. Recent surveys on mouse dynam-
ics similarly describe interaction traces as manifestations of the
perceptual, cognitive, and motoric regularities that are difficult to
imitate perfectly [41]. In other words, temporal structure, move-
ment variability, and online correction can be informative security
signals in addition to final correctness.

Practical applications of this behavioral approach are now wide-
spread. Deployed systems like Google’s reCAPTCHA v2 [25] no
longer rely solely on solving a puzzle; instead, they employ invisible,
adaptive risk analysis that scrutinizes mouse trajectories and click
timing. Similarly, BeCAPTCHA [2] showed that a simple drag-and-
drop task can yield useful human-bot discrimination signals when
touchscreen dynamics are analyzed together with smartphone sen-
sor streams, such as accelerometer and gyroscope data. Supporting
this direction, HuMIdb [1] introduced a multimodal mobile dataset

comprising 14 smartphone sensors from 600 users and argued that
such heterogeneous sensor streams capture meaningful properties
of human-mobile interaction beyond task outcome alone.

Instead of focusing on touch, mouse, or passive device motion
alone, HAPTCHA investigates whether haptic-guided sensorimo-
tor traces generated while solving a tactile challenge can provide
informative evidence for human-bot discrimination.

3 HAPTCHA

3.1 Design Principles

Unlike conventional CAPTCHAs that rely on static visual recogni-
tion, HAPTCHA requires users to engage in a continuous process
of perception and motor response. As illustrated in Figure 1, the
verification process consists of a dual-layered validation. First, the
system evaluates task accuracy (Step 1) by checking whether the
user’s final response falls within the predefined task completion
criteria. Second, the system analyzes the interaction process (Step
2) to determine whether the behavioral data exhibits the sensorimo-
tor characteristics unique to legitimate human users. A successful
human verification is granted only when the user both solves the
challenge and produces a plausible human interaction trace.

We defined four primary goals to ensure HAPTCHA is both
secure and user-friendly for mobile environments:

(1) Mobile-first & Commodity-ready: The system must utilize
standard smartphone hardware (e.g., eccentric rotating mass
(ERM) motors, linear resonant actuators (LRAs), and standard
IMUs) without requiring specialized accessories.

(2) Human Solvability: Tasks should be intuitive for general users,
requiring minimal cognitive load and no prior training,.

(3) Behavioral Resistance: Security should be grounded in the
interaction process (how the user solves it) rather than solely
the final answer, making it difficult for bots to mimic human-
specific kinematic and temporal traces.

(4) Reduced Visual Burden: Interaction should be driven primar-
ily by touch and motion, minimizing the need for sustained
visual attention in mobile settings.

Based on these principles, we propose a framework comprising
two complementary variants: tiltHAPTCHA, which focuses on
sensorimotor coupling through continuous feedback-guided spatial
search, and rhythmHAPTCHA, which emphasizes the temporal
motor reproduction of perceived tactile patterns.

3.2 tiltHAPTCHA

Figure 2 illustrates the concept of tiltHAPTCHA. The system presents
a search task where the user tilts the smartphone to find a hidden tar-
get angle (0¢qrge:) that yields the maximum vibration intensity. As
the user rotates the device, the system provides continuous haptic
feedback based on the angular distance d(°) = |Ocurrent — Otarget|,
where the vibration intensity is defined as:

1, d<6°
I(d) = o.ecos(”—d), 6° < d < 90° . 1)
180
0, d > 90°
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Figure 3: rhythmHAPTCHA.

Note that the flat maximum region for d < 6° includes a disconti-
nuity to make the peak more perceptually salient.

This design induces closed-loop sensorimotor behavior. We posit
that legitimate users do not reach the target angle in a single, dis-
crete step. Instead, they perform an active search—probing direc-
tions, slowing down near the peak, and making fine-grained correc-
tive adjustments. These kinematic features (e.g., velocity profiles
and overshoot patterns) can form a behavioral signature that is
highly difficult for automated agents to reproduce, even if they
know the target angle.

3.3 rhythmHAPTCHA

Figure 3 illustrates the concept of rhythmHAPTCHA, which intro-
duces a perception and reproduction task. The system presents a
structured vibration pattern composed of multiple pulses and gaps.
The user must perceive this rhythm, retain its temporal structure
in short-term memory, and reproduce it by tapping on the screen.

The security of rhythmHAPTCHA relies on the temporal and
interactional variability of human motor output. While a bot might
produce perfectly timed pulses, human tapping exhibits structured
latency and subtle inconsistencies that are nevertheless constrained
by the perceived rhythm. By analyzing features such as inter-tap

Kweon et al.

intervals and touch-location consistency, the system distinguishes
authentic human rhythmic behavior from rigid, rule-based, or sta-
tistically modeled synthetic patterns.

4 Security Evaluation

We evaluate the security of HAPTCHA by framing it as a discrim-
ination task between human and bot traces. A trace denotes a
time-series record of user actions and sensed signals, including
device orientation, IMU data, and touch events captured during
task execution. For each HAPTCHA, we collect traces from legiti-
mate users and generate bot traces using diverse automated agents.
We then train and evaluate a binary classifier whose objective is
to distinguish human traces from bot-generated traces. Our goal
is to assess whether the unique sensorimotor characteristics of
haptic interaction provide a robust basis for distinguishing human
behavior from automated imitations, even when attackers have full
knowledge of the system.

For evaluation, we implemented HAPTCHA in Swift using Xcode.
Haptic stimuli were generated using Apple’s Core Haptics frame-
work. We used an iPhone 12 Pro, and the maximum vibration in-
tensity was 2.3 m/s? RMS with a frequency of 123 Hz (measured
using an accelerometer). While this setup provides a baseline for
evaluating HAPTCHA’s security performance, cross-device gener-
alizability remains an important direction, as discussed in Section 6.

4.1 Threat Model

We assume a physically augmented, high-capability attacker model
to establish a conservative upper bound on HAPTCHA'’s security.
The attacker’s capabilities and constraints are defined as follows:

(1) Standard OS Constraints: We assume the attacker operates
within the security boundaries of modern mobile operating
systems (e.g., i0S and Android). These platforms only expose
read-only APIs for motion sensors, such as Apple’s Core Mo-
tion framework [5] and Android’s SensorManager [29]. Con-
sequently, in the absence of OS-level privileges, adversaries
cannot directly inject forged sensor values into the system.

(2) Augmented Attacker Capabilities: To ensure an evaluation
under realistic adversarial capabilities, we consider an attacker
with capabilities beyond the standard application sandbox. We
assume that the attacker can automate touch interactions (e.g.,
via Accessibility Services [4] or external hardware) and measure
vibration signals—not only through a co-located on-device ac-
celerometer, as motivated by prior accelerometer side-channel
attacks [50], but also via external sensors placed in the physi-
cal environment. By granting such augmented capabilities, we
ensure that HAPTCHA's security does not rely merely on re-
stricting access to auxiliary hardware or input automation.

(3) Open Design Principle: In accordance with the Open De-
sign principle [57], we assume that the attacker has the full
knowledge of the algorithms, implementation details, and task
structure of HAPTCHA. The security of HAPTCHA thus relies
not on “security through obscurity,” but on the fundamental
difficulty of reproducing the complex, structured sensorimotor
process of a human user.

No Direct Event Access: Reflecting the isolation enforced by

mobile operating systems, we assume that the attacker does not

(4

=
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Table 1: Security performance of tiltHAPTCHA.

Setting Attacker Feature AUC Acc. Pre. HAR BRR

In- Kinem. 1.00 0.99 1.00 0.99 100.0

Domain 0 M€ pqo o 100 1.00 100 099 100.0
Heuristic nem: 091 054 0.18 099 6.93

K-Sens. 1.00 0.99 1.00 0.99 100.0

ARX Kinem. 0.99 0.96 090 099 92.38

K-Sens. 1.00 0.99 1.00 099 100.0

LOBO Lspy  Kinem. 100 099 100 0.99 1000
K-Sens. 1.00 0.99 1.00 099 100.0

Kinem. 0.99 0.92 081 099 86.79

GAIL K-Sens. 1.00 0.99 1.00 099 100.0

LOHO Al Kinem. 1.00 1.00 1.00 099 100.0

K-Sens. 1.00 1.00 1.00 0.99 100.0

* Kinem.: Kinematic-only, K-Sens.: Kinematic and sensor fusion.

* AUC (Area Under the ROC Curve): Discriminative ability between classes (0-1).
*HAR (Human Acceptance Rate): Proportion of humans correctly accepted.

* BRR (Bot Rejection Rate): Proportion of bots correctly rejected.

have access to internal OS-level events and application states
(e.g., vibration-trigger timestamps). Instead, the attacker must
infer the challenge state through externally observable physical
cues. This constraint aligns the attacker’s perception with that
of a human user, who relies on sensorimotor feedback rather
than privileged access to internal system states.

4.2 tiltHAPTCHA

4.2.1  Human Data Collection. We collected behavioral traces from
12 participants (6 females, 6 males; aged 19-35 years) under three
mobility conditions: sitting, walking (Preferred Walking Speed,
PWS), and fast walking (130% of PWS). This data-collection study
was approved by the Institutional Review Board at POSTECH
(PIRB-2025-E010).

We recorded time-series signals, including device orientation,
inertial data (gyroscope, accelerometer, and gravity), vibration, and
the confirmation touch event. We set the target yaw angles from
—30° to 90° in 5° increments, which reflects the functional asymme-
try of wrist radial and ulnar deviation during handheld use [52, 56].
Each condition was measured five times.

4.2.2  Attacker Modeling. To simulate a sophisticated adversary
capable of human-like sequential interaction, we modeled the at-
tacker as a state-based agent that determines the next rotational
action at runtime. Each bot takes the current tilt angle and observed
vibration value as input and computes the direction and magnitude
of its next movement as output. This closed-loop approach ensures
that the bots actively respond to the system’s haptic feedback, mim-
icking the human search process. To instantiate this model, we
implemented four distinct bot architectures, spanning a broad and
representative spectrum of automated attack strategies:
e Heuristic (Feedback-Driven): A handcrafted search bot that
uses real-time vibration feedback to approach the target. It mim-
ics human search strategies by probing both directions, moving
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Figure 4: Comparison of feature trajectories between human
users and bots (Target angle: 30°).

toward stronger feedback, slowing down near the peak, and per-
forming minor corrective recentering before confirming.

e ARX (Autoregressive with Exogenous Variables) [47]: A
linear predictive bot that determines the next yaw increment
based on recent movement history and exogenous vibration feed-
back (past intensities and differences). Trajectories are generated
recursively from the model’s own previous output values.

o LSTM (Long Short-Term Memory) [35]: A recurrent neural
network-based bot that predicts the next yaw movement and
response probability from the current state and accumulated tem-
poral context. Unlike ARX, it can capture non-linear sequential
patterns and longer-range dependencies.

e GAIL (Generative Adversarial Imitation Learning) [34]: An
imitation learning bot that learns a policy to generate action
sequences mimicking observed human search behavior. A dis-
criminator is trained to distinguish generated trajectories from
human ones, forcing the policy to reproduce human-like kine-
matic structures.

We also synthesized corresponding motion-sensor streams for
each bot by applying a regression mapping trained on human data to
the bot-generated rotational trajectories. The mapping was learned
from the relationship between rotational trajectories and the accom-
panying motion-sensor measurements in the human traces. The
resulting sensor streams were combined with the bot-generated
trajectories for the sensor-augmented evaluation.

4.2.3  Evaluation Protocol. To select the best performing binary
classifier for the human-versus-bot discrimination task [2], we con-
ducted a preliminary experiment using episode-level behavioral
features. We evaluated the performance of K-Nearest Neighbors
(KNN), Support Vector Machine (SVM), and Random Forest (RF)
classifiers. Consistent with prior work on sensor and activity recog-
nition using engineered features [6, 16], RF, a practical non-linear
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model for feature-based behavioral discrimination, outperformed
the other classifiers and was therefore selected as the final model.

Then, we evaluated the RF classifier under three settings de-
signed to probe both in-domain performance and two forms of
generalization: (1) in-domain, where bot types seen during training
could also appear in testing; (2) leave-one-bot-out (LOBO), which
tests generalization to an unseen bot type [19]; and (3) leave-one-
human-out (LOHO), which tests generalization to an unseen human
participant, analogous to leave-one-subject-out evaluation [15]. De-
cision thresholds were selected on the validation set to maintain a
>99% Human Acceptance Rate (HAR)!. The observed HAR on the
test set may deviate from the initial target due to sampling variance.
This deviation can be more pronounced in the LOBO and LOHO
settings, as these evaluations reflect the model’s generalization to
unseen bot types or human participants.

We also compared two feature sets to analyze which aspects of
the interaction provide the strongest security signals. The first set is
kinematic-only, focusing on the temporal and trajectory character-
istics of the rotation. The second set is kinematic and sensor fusion,
which additionally incorporates motion-sensor features derived
from accelerometer, rotation rate, and gravity signals.

4.2.4  Results and Discussion. Table 1 summarizes the security per-
formance of tiltHAPTCHA. In the known-bot setting (In-Domain
and LOHO), both feature configurations achieved near-ceiling per-
formance, indicating that kinematic features alone are sufficient
to distinguish human traces from bot-driven attack patterns repre-
sented during training.

However, a critical divergence emerged in the unseen-bot set-
ting (LOBO). While the kinematics-only configuration rejected only
6.93% of the previously unseen Heuristic bot, the kinematic-sensor
fusion configuration achieved 100.00% BRR (Bot Rejection Rate)
against the same bot. This result highlights that authentic human
performance involves a tight cross-modal consistency between
physical rotation and motion-sensor responses, which automated
agents struggle to synthesize even with regression-based sensor
generation. This observation is consistent with BeCAPTCHA [2],
which demonstrated that multimodal data from touchscreen inter-
actions (e.g., drag and drop) combined with accelerometer data can
effectively model human behavior for bot detection.

In the unseen-human setting (LOHO), both configurations main-
tained high overall performance, confirming that the system does
not over-fit to idiosyncratic patterns of training participants. How-
ever, the kinematic-sensor fusion configuration exhibited a more
conservative decision boundary, with one participant’s HAR drop-
ping to 89.07%. This suggests that the primary contribution of
motion-sensor features lies in rejection robustness against novel
attacks, potentially at a marginal cost to the acceptance of users
with less common interaction patterns.

Figure 4 compares the rotational trajectories and other sensor
traces of human users and bots when the target angle is 30°. To fa-
cilitate visual comparison across features with disparate scales, we
applied min-max normalization to the ensemble-averaged trajecto-
ries (see Figure 9 for original y-axis scales). This comparison further
reveals the behavioral flaws of the bot architectures. Notably, the

!Human Acceptance Rate (HAR) is the proportion of human instances correctly classi-
fied as human. A higher value indicates better usability for legitimate users.
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Table 2: Security performance of rhythmHAPTCHA.

Setting Attacker Feature AUC Acc. Pre. HAR BRR

Temporal 0.87 0.79 0.77 0.96 61.98

In-Domain All (M
n-Domain Al (Mean) i oiemporal 100 0.97 1.00 0.95 9887

. Temporal 1.00 0.99 0.99 0.96 99.85

Naive -
Spatiotemporal 1.00 0.99 0.99 0.95 99.87
Gaussian Temporal 096 0.85 0.60 0.96 82.04
Spatiotemporal 1.00 0.99 0.99 0.95 99.60
KDE Temporal 0.51 0.24 0.22 096 3.42
Spatiotemporal 0.99 0.96 0.87 0.94 96.14

LOBO

Temporal 0.62 0.26 0.22 095 5.78

GMM .
Spatiotemporal 0.99 0.94 0.82 0.95 94.19
GAN Temporal 0.90 0.67 0.40 0.96 58.50
Spatiotemporal 1.00 0.98 0.98 0.95 99.54
Temporal 0.99 0.96 0.88 0.96 96.37
Adv.Opt. o tiotemporal 0.99 098 0.96 095 93.81
LOHO All Temporal 0.84 0.67 0.10 0.88 66.06

Spatiotemporal 0.99 0.99 0.87 0.94 99.80

LSTM bot begins to diverge in the incorrect direction as early as
the 25% progress mark. This behavior is a clear manifestation of ex-
posure bias in autoregressive generation; once an initial directional
error occurs, it is recursively reinforced by subsequent predictions.
This creates a feedback loop of incorrect trajectories that drift fur-
ther from the target, whereas humans utilize haptic feedback to
execute real-time corrections. In contrast, the ARX model’s linear
structure prevents such non-linear divergence. However, its result-
ing paths remain overly simplistic and lack the nuanced kinematic
signatures of human search.

4.3 rhythmHAPTCHA

We applied the same evaluation protocol to rhythmHAPTCHA by
collecting human traces, constructing multiple attack bots, and
measuring human-versus-bot discrimination performance.

4.3.1 Human Data Collection. Similar to the case of tiltHAPTCHA,
we recruited another 12 participants (6 males, 6 females; aged 20-34
years). We also used the same three mobility conditions: sitting,
walking, and fast walking. This data-collection study was approved
by the Institutional Review Board at POSTECH (PIRB-2024-E005).

A total of 30 rhythm patterns, ranging from 1 to 4 beats in length,
were presented to the participants. Each pattern consisted of Long
(L, 0.3 s) or Short (S, 0.05 s) pulses with a fixed inter-beat interval
of 0.15s. In each trial, participants were tasked to perceive a tar-
get vibration rhythm and then reproduce it by tapping the screen.
During reproduction, we recorded touch onset times, touch dura-
tions, and inter-touch intervals to capture temporal characteristics.
We also recorded normalized touch coordinates to capture spatial
interaction characteristics.

4.3.2  Attacker Modeling. Under our threat model, the attacker
infers the rhythm pattern from physical vibrations sensed via an
accelerometer and generates a corresponding touch sequence. To
simulate diverse imitation strategies, we implemented six bots:
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Figure 5: Comparison of touch durations and movements
between human users and bots (Target rhythm: Long-Short).

e Naive: A rule-based bot that directly maps detected vibration
durations and gaps to touch timing while sampling coarse touch-
down and touch-up locations from human-derived coordinate
statistics.

o Statistical (Gaussian, KDE, GMM): Bots that sample inter-
action features from distributions estimated from human data,
including temporal variables (e.g., latency, duration, and inter-
touch interval) and, when available, normalized touch-location
features, using Gaussian, Kernel Density Estimation (KDE) [60],
or Gaussian Mixture Models (GMM) [13].

e GAN (Generative Adversarial Network) [24]: A generative
model that learns the joint distribution of human interaction fea-
tures to synthesize novel touch sequences that capture complex
dependencies across both temporal and spatial patterns.

e Adversarial Optimization: Starting from naive bot samples,
this bot iteratively updates interaction features using gradients
from a learned discriminator so that the samples receive a higher
human-like score. In other words, it performs a white-box search
in feature space to make bot traces harder to distinguish from
human traces [12].

All bot timing values were quantized to a 60 Hz grid to ensure
that the bot’s temporal precision aligns with the discrete sampling
behavior of standard smartphone touch-sampling hardware.

4.3.3  Evaluation Protocol. We apply the same evaluation proto-
col described in Section 4.2.3 to thythmHAPTCHA. We report the
performance under the same in-domain, LOBO, and LOHO set-
tings. Decision thresholds are selected to maintain a >95% Human
Acceptance Rate (HAR). We consider two feature configurations:
Temporal-only, using timing statistics, and Spatiotemporal, which
additionally incorporates touch location features.

4.3.4  Results and Discussion. Table 2 summarizes the comprehen-
sive security performance of rhythmHAPTCHA. A key result is
that temporal-only features were particularly vulnerable to KDE-
and GMM-based bots (3.42% and 5.78% BRR, respectively). This

Table 3: Security performance against attacks constructed
from the expanded human corpus.

CAPTCHA Attacker Feature AUC Acc. Pre. HAR BRR

Heuristic Kinem: 0.82 052 053 097 1.36
Curstic g Sens. 1.00 098 1.00 0.96 100.0
' ARX Kinem. 1.00 098 1.00 0.97 100.0
Tilt K-Sens. 1.00 098 1.00 0.96 100.0
Kinem. 1.00 098 1.00 0.97 100.0
LSTM gk Sens. 1.00 098 1.00 0.96 100.0
GALL Kinem. 1.00 098 1.00 0.97 100.0
K-Sens. 1.00 098 1.00 0.96 100.0
Nai Temporal 1.00 0.94 1.00 0.81 99.82
aV€  gpatiotemp. 1.00 0.98 1.00 0.95 99.95
. Temporal 095 0.89 0.85 081 93.14
Gaussian

Spatiotemp. 1.00 0.98 0.99 0.95 99.44

Temporal 0.65 0.53 039 0.81 40.44

Rhythm
KDE Spatiotemp. 0.99 0.95 0.90 0.95 95.30

Temporal 0.72 0.61 043 0.81 51.21

GMM Spatiotemp. 0.99 0.95 0.90 0.95 95.15
GAN Temporal 0.89 0.83 0.71 0.81 84.36

Spatiotemp. 1.00 0.97 0.96 0.95 97.95
Adv. Opt. Temporal 099 092 093 081 97.25

Spatiotemp. 1.00 0.98 0.98 0.95 99.21

highlights that when security relies solely on coarse temporal sta-
tistics, it is susceptible to bots capable of modeling the empirical
shape of human timing variability.

In contrast, the spatiotemporal configuration restored high ro-
bustness across all attack vectors, consistently achieving >94% BRR
even against previously unseen (LOBO) bots. This indicates that
human rhythm reproduction is not merely a timing task but a
coordinated motor act with a distinct spatial signature.

To shed light on this robustness, Figure 5 compares the tapping
durations and finger movements between human users and bots
when the target rhythm is Long-Short. While bots can be tuned
to match temporal marginals (Figures 5a and 5b), replicating the
spatiotemporal coordination (Figures 5c and 5d) remains a non-
trivial challenge for the current agents. Legitimate users exhibited
biomechanical constraints—specific relationships between “when”
they tap and “where” they tap relative to the rhythm’s tempo.

It is worth noting that even in the unseen-human setting (LOHO),
the spatiotemporal configuration maintained a strong average HAR
of 93.61%, significantly outperforming the temporal-only baseline
(88.00% HAR) in overall discrimination (99.80% BRR). This recon-
firms that integrating spatial interaction provides essential com-
plementary information that is more consistent across different
human users than timing alone.

4.4 Robustness to Expanded Attacker Training
Data

The preceding security evaluation constructed attacks using hu-
man traces collected from 12 participants. To examine the effect of
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increased attacker training data, we collected traces from 12 addi-
tional participants and expanded the attacker-accessible human cor-
pus from 12 to 24 participants. This additional data collection was
approved by the Institutional Review Board at POSTECH (PIRB-
2025-E047). The classifiers and decision thresholds obtained using
the original 12-participant corpus were retained without retraining
or recalibration. We then trained or parameterized the same attack
families using the traces from all 24 participants and evaluated
them against the fixed classifiers. HAR was also evaluated on the 12
new participants, who were unseen by the fixed classifiers. Table 3
summarizes the results.

The expanded corpus affected the attack families differently:
several rhythm attacks showed higher BRRs than in the original
in-domain evaluation, whereas the Heuristic tilt attack produced
a lower BRR against the kinematic-only configuration. Expanding
the corpus increased both the amount and behavioral diversity
of the available human data and produced different changes in
attack effectiveness. Nevertheless, the combined-feature configu-
rations achieved BRRs of 100% for tiltHAPTCHA and 97.84% for
rhythmHAPTCHA. These results provide additional evidence of
robustness to a broader attacker training corpus, while larger-scale
evaluations remain necessary to characterize how performance
changes with substantially larger datasets.

5 Usability Evaluation

We conducted a user study to evaluate the usability of tiitHAPTCHA
and rhythmHAPTCHA across multiple mobility conditions. We in-
cluded walking conditions to approximate mobile use scenarios
involving divided visual attention. The HAPTCHASs were imple-
mented on the same device (iPhone 12 Pro) used in Section 4.

5.1 Methods

5.1.1 Participants. A total of 24 right-handed participants (12 fe-
males, 12 males; aged 18-33 years) took part in this study. They did
not participate in the human data collection described in Section 4.
This usability study was approved by the Institutional Review Board
at POSTECH (PIRB-2025-E047).

5.1.2  Experimental Conditions. The experiment employed a within-
subjects design with two factors: CapTcHA and MoBILITY. We eval-
uated three CAPTCHAs: reCAPTCHA (Baseline), tiltHAPTCHA, and
rhythmHAPTCHA. To ensure consistency, we used a high-fidelity
mockup of reCAPTCHA, as the live version’s adaptive difficulty
is unsuitable for controlled repeated-measures comparisons. Ac-
cordingly, our study evaluates the user-facing explicit challenges
presented when verification is triggered, rather than the end-to-end
production reCAPTCHA pipeline.

The CAPTCHASs were tested under three mobility conditions:
Sitting, Walking (Preferred Walking Speed, PWS), and Fast walk-
ing (130% of PWS). For the walking conditions, treadmill speed
was individually calibrated to ensure consistent exertion levels.
To mitigate order effects, we employed a 4 X 6 counterbalanced
design. We defined four CAPTCHA-order schemes—positioning
the baseline either first or last while counterbalancing the two
HAPTCHAs—and crossed them with all six permutations of the
three mobility conditions. Each of the 24 participants was assigned
a unique sequence.

Kweon et al.
reCAPTCHA titHAPTCHA rhythmHAPTCHA
Select all squares with cars Rotate left and right.

—
Reproduce the pattern.
(otate
[©)

Figure 6: User interfaces of the three CAPTCHA tasks.

5.1.3 Task and Procedure. The study was conducted in a quiet
indoor space equipped with a treadmill. Participants were first
introduced to the three CAPTCHA tasks shown in Figure 6 and
were briefed on the rules for each task. They then completed a
short practice session prior to the main experiment. Participants
then completed 9 blocks (3 CaPTCHAS X 3 MOBILITIES), presented
in the assigned order combination, with 15 trials each. In each trial,
an auditory cue (beep sound) prompted the participant to begin
the task. After each block, participants completed a corresponding
subjective questionnaire. At least a 1-minute break was provided
between blocks to reduce fatigue.

5.1.4 Measures. We employed objective and subjective measures
to evaluate the effectiveness and user experiences. Success rate and
completion time were automatically logged as objective measures.

Subjective measures were answered on a 0—100 scale across three
dimensions: usability, cognitive workload, and mobile burden. First,
usability was assessed via Usefulness, Ease of Use, Ease of Learning,
Satisfaction, and Enjoyment (the first four adapted from the USE
questionnaire [49]). Second, cognitive workload was evaluated us-
ing Task Difficulty, Mental Effort, Performance, and Frustration; the
latter three are standard NASA-TLX sub-scales [33]. Finally, for
the two walking conditions, mobile burden was scored via Visual
Demand (effort to monitor the screen), Gait Interference (disruption
to walking rhythm), and Safety Risk (perceived danger).

After experiencing all CAPTCHAs within a mobility condition,
participants ranked their preferences assuming real-world deploy-
ment. Optional free-text comments were also collected.

5.2 Hypotheses

We formulated the following hypotheses:

e H1 (Solvability): HAPTCHA will achieve a high success rate
while sitting, demonstrating fundamental human solvability.

e H2 (Mobile Practicality): HAPTCHA will maintain practical
performance during locomotion, proving effective in divided-
attention scenarios.

e H3 (Distinct Usability): The HAPTCHA variants will exhibit
distinct usability profiles, representing complementary design
trade-offs.

5.3 Results

We conducted the Shapiro-Wilk test to check the normality assump-
tions, but all measures exhibited significant ceiling effects or were
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highly skewed (p < .05). We therefore applied an Aligned Rank 5.3.1 Objective Performance. Figure 7 shows the means and stan-
Transform (ART) ANOVA [71] for a full within-subjects test with dard errors of the objective measures. CAPTCHA effects were sig-
two independent factors of CApTCHA and MOBILITY for each metric. nificant on both Success Rate (F(2,46) = 45.27, p < .001) and Com-
Significant effects were further analyzed using post-hoc pairwise pletion Time (F(2,46) = 39.48,p < .001). Post-hoc comparisons

comparisons with Bonferroni correction. for Success Rate revealed significant differences among all three

CAPTCHA types: reCAPTCHA < tiltHAPTCHA (p < .001), re-
CAPTCHA < rhythmHAPTCHA (p = .012), and tiltHAPTCHA >
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rhythmHAPTCHA (p = .005). For Completion Time, all pairwise
comparisons were also significant: reCAPTCHA > tiltHAPTCHA
(p = .016), reCAPTCHA < rhythmHAPTCHA (p < .001), and
titHAPTCHA < rhythmHAPTCHA (p < .001). titHAPTCHA
achieved both the highest success rate and the shortest completion
time. rhythmHAPTCHA also outperformed reCAPTCHA in suc-
cess rate, but required the longest completion time. These results
support H1 (Solvability).

MosgiLITy had a significant main effect on Success Rate (F(2, 46) =
8.07,p = .001), but not on Completion Time (F(2,46) = 1.05,p =
.358). Post-hoc analysis showed a significant difference in Success
Rate only between Sitting and Walking (p = .006).

The interaction effect of CAPTCHA X MOBILITY was significant
for Success Rate only (F(4,92) = 3.32,p = .014). Under Sitting,
all pairwise differences among the three CAPTCHASs were sig-
nificant. Under Walking and Fast Walking, both titHAPTCHA
and rhythmHAPTCHA significantly outperformed reCAPTCHA,
whereas the difference between the two HAPTCHA variants was
not significant. This pattern indicates that both HAPTCHASs main-
tained better performance than the baseline even under locomotion,
supporting H2 (Mobile Practicality).

Regarding H3 (Distinct Usability), the results did not indicate a

balanced trade-off between the two HAPTCHA . Rather, tiltHAPTCHA

consistently showed the strongest overall objective performance,
achieving both the highest success rate and the shortest completion
time. Although rhythmHAPTCHA also outperformed reCAPTCHA
in success rate, particularly under locomotion, it required signifi-
cantly longer completion times than tiltHAPTCHA. Thus, from an
objective-performance perspective, tiltHAPTCHA emerged as the
most effective design overall.

5.3.2  Subjective Usability. As shown in the mean ratings in Fig-
ure 8a, CAPTCHA significantly affected all usability dimensions: Use-
fulness (F(2,46) = 33.55,p < .001), Ease of Use (F(2,46) = 9.20,p <
.001), Ease of Learning (F(2,46) = 14.76,p < .001), Satisfaction
(F(2,46) = 35.59,p < .001), and Enjoyment (F(2,46) = 41.25,p <
.001). Post-hoc comparisons revealed that tiltHAPTCHA achieved
the highest ratings on all dimensions. rhythmHAPTCHA outper-
formed reCAPTCHA in Usefulness, Satisfaction, and Enjoyment but
was less effective than reCAPTCHA in Ease of Use.

MosiLrTy showed a significant main effect only on Ease of Use
(F(2,46) = 3.31,p = .045). No significant CAPTCHA X MOBILITY
interactions were found for the usability measures.

5.3.3 Cognitive Workload. As shown in Figure 8b, CAPTCHA signif-
icantly affected all workload dimensions, including Task Difficulty
(F(2,46) = 33.46,p < .001), Mental Effort (F(2,46) = 37.66,p <
.001), Frustration (F(2,46) = 21.90,p < .001), and Performance

(F(2,46) = 29.06, p < .001). Post-hoc tests indicated that tilt HAPTCHA

yielded the lowest workload and the highest perceived performance,
while rhythmHAPTCHA significantly reduced frustration relative
to reCAPTCHA.

MoBILITY had a significant main effect only on Frustration (F(2, 46) =

3.83, p = .029). Interestingly, the interaction effects of CAPTCHA X
MosiLiTy were significant for Task Difficulty (F(4,92) = 3.31,p =
.014) and Mental Effort (F(4,92) = 3.47, p = .011). reCAPTCHA and

Kweon et al.

rhythmHAPTCHA showed comparable workload levels in the Sit-
ting condition. However, rhythmHAPTCHA became significantly
less demanding than reCAPTCHA as mobility intensity increased.

5.3.4 Mobile Burden. Figure 8c summarizes the mobile burden
ratings under the two walking conditions. CAPTCHA significantly
affected Visual Demand (F(2,46) = 91.66,p < .001), Gait Inter-
ference (F(2,46) = 26.73,p < .001), and Safety Risk (F(2,46) =
38.45, p < .001). Post-hoc comparisons showed that reCAPTCHA
was rated significantly higher than both rhythmHAPTCHA and
tiltHAPTCHA on all three measures. This suggests that our HAPTCHA
designs were perceived as less disruptive and as posing lower safety
risk during the tested walking conditions.

The effects of MoBiLITY and CAPTCHA X MOBILITY were not
significant for all measures.

5.3.5 User Preference. Figure 8d shows the proportion of the first
rank in preference and the mean rank (MR; 1.0 indicates the highest
preference). For the first rank proportion, the effect of CapTcHA
was significant (F(2,46) = 24.03, p < .001). tiltHAPTCHA was the
most preferred. However, MOBILITY (F (2, 46) = 0.00, p = 1.000) and
the interaction effect (F(4,92) = 1.70, p = .157) was not significant.

For the mean rank, CAPTCHA again showed a significant main
effect (F(2,46) = 24.29,p < .001), whereas neither MOBILITY
(F(2,46) = 0.00, p = 1.000) nor their interaction effect (F(4,92) =
1.70,p = .157) was significant. titHAPTCHA was the most pre-
ferred, while rhythmHAPTCHA was preferred over reCAPTCHA.

5.4 Discussion

5.4.1 Haptic Solvability: Beyond Visual Recognition. Our findings
demonstrate that haptic-motor interaction is a highly viable alterna-
tive to traditional visual CAPTCHAs. While prior orientation-based
schemes (e.g., SenCAPTCHA [22]) used mobile sensors, they re-
lied primarily on visual feedback. In contrast, tiltHAPTCHA’s high
success rate (96.7%) and efficiency (4.64 s) indicate that closed-loop
haptic feedback can effectively replace visual guidance.

This aligns with theories of embodied cognition [23, 63], where
haptic cues offload cognitive tasks from the visual channel without
performance loss [17, 45]. Furthermore, we posit that this sensori-
motor search process provides a more robust signal of human pres-
ence than static visual tasks. It requires a tight coupling between
perception and action, which is inherently difficult for automated
bots to emulate in a non-visual domain, as discussed in Section 4.

5.4.2  Alleviating Visual Dependency During Locomotion. This study
provides empirical evidence regarding mobility’s impact on veri-
fication. The baseline, reCAPTCHA, imposes strong visual depen-
dencies: as locomotion increases, the visual attention required to
monitor the screen may compete with attention to the surrounding
environment. In contrast, HAPTCHA can mitigate this by offloading
the challenge to the underutilized haptic channel. Our data suggest
that HAPTCHA maintains practical performance during locomo-
tion while imposing lower visual demand, gait interference, and
perceived safety risk than the visual baseline. This indicates that
eyes-free embodied interaction can provide a promising approach
to mobile verification when visual attention is divided.
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5.4.3 Design Profiles: Efficiency and Stability Across Mobility Con-
ditions. The two HAPTCHA variants exhibited distinct usability
profiles. tiltHAPTCHA supports a direct sensorimotor search where
the mapping between orientation and feedback facilitates rapid
alignment. Conversely, rhythmHAPTCHA maintained stable ac-
curacy across locomotion levels, though completion times were
inherently longer (7.67-7.97 s) due to the necessity of perceiving
and reproducing a temporal sequence. Our findings suggest that in-
ternal temporal processing is highly resilient to the physical tremors
of walking, remaining stable across varying activities [37, 54].

5.4.4  Security, Experience, and Familiarity. The pronounced prefer-
ence and high enjoyment scores for HAPTCHA suggest a potential
pathway to mitigate security fatigue (psychological burden often
associated with repetitive verification tasks [62]). Unlike passive
behavioral modeling operating in the background, HAPTCHA trans-
forms verification into a brief, active sensorimotor task. This en-
gagement strengthens the security signal while providing a salient
confirmation of human presence.

Importantly, despite participants’ extensive prior familiarity with
reCAPTCHA, the HAPTCHA variants—specifically tiltHAPTCHA—
demonstrated superior overall usability. This indicates the advan-
tages are not simply novelty effects; rather, tactile-motor coupling
is inherently more harmonious with the natural affordances of
modern smartphones.

6 Limitations and Future Work

While this study demonstrates the potential of mobile HAPTCHAs,
several limitations inform future research directions.

First, our security evaluation demonstrates meaningful human-
bot separability under a realistic threat model [2], but does not
exhaust all possible zero-day attack vectors. Furthermore, our base-
line comparison against reCAPTCHA focused on user-facing in-
teraction flow and perceived burden, rather than its proprietary
backend risk-analysis engines [27, 28]. Future work should extend
attack modeling and empirically compare HAPTCHA against other
sensor- or gesture-based mobile verification schemes [22, 31].

Second, tiltHAPTCHA and rhythmHAPTCHA represent only
two specific instances within a wide configurable design space of
haptic-enabled CAPTCHAs. Parameters such as frequency, enve-
lope, and feedback mapping can be highly varied, requiring future
exploration to map the broader usability-security trade-offs. Addi-
tionally, cross-device validation is particularly important because
actuator dynamics differ: LRA-based devices generally support
more responsive amplitude and timing control, whereas slower
ERM spin-up and braking may affect rapid haptic transitions and
the resulting sensorimotor traces used for Step 2 verification.

Third, HAPTCHA shifts some accessibility requirements from
vision to haptic perception and motor interaction. While this may
benefit users who experience difficulty with visual challenges, its
accessibility may vary for users with reduced vibrotactile sensi-
tivity or motor impairments. Future work should examine how
HAPTCHA can support a broader range of users with different
sensory and motor capabilities.

Fourth, the current implementation primarily targets haptic-
capable mobile devices. In general web services that retain con-
ventional desktop fallbacks, challenge selection based solely on

user-agent information may allow bots to bypass the haptic chal-
lenge. More robust deployment may be possible through mobile-app
or cross-device verification flows, while the underlying concept can
also be explored on haptic-capable peripherals such as haptic mice
or VR controllers [48, 51].

Finally, although we tested mobile-relevant conditions (e.g., walk-
ing on a treadmill), real-world deployment introduces unconstrained
variables like one-handed use, environmental distractions, and lon-
gitudinal fatigue [65]. Longitudinal “in-the-wild” studies are neces-
sary to fully capture these ecological factors.

7 Conclusion

In this paper, we presented HAPTCHA, a haptic-centered human-
verification framework designed to provide an eyes-free, secure
experience in mobile environments. Our research confirms that
tactile vibration is a viable primary channel for human-verification
(RQ1), as demonstrated by HAPTCHA’s high success rate and fast
completion time. The unique sensorimotor interaction traces of
humans provide sufficient signals to differentiate them from auto-
mated agents (RQ2), achieving up to 100% bot rejection. HAPTCHA
also maintains practical usability under various mobile conditions
(RQ3) by offloading cognitive and visual demands to the haptic chan-
nel during locomotion. Empirical results show that the two variants
exhibit different usability profiles: tiltHAPTCHA emphasizes effi-
ciency and solvability, whereas rhythmHAPTCHA maintains rela-
tively stable accuracy across the tested mobility conditions, albeit
with longer completion times. Ultimately, HAPTCHA demonstrates
that embodied sensorimotor interaction can effectively bridge the
gap between robust defense against automated agents and a posi-
tive, low-workload user experience. We believe this work serves as
a promising first step toward establishing eyes-free interaction as a
fundamental design requirement for next-generation mobile and
wearable security protocols.
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